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/ INSTITUTE VISION \

PromotingProsperityof mankind by augmentingHuman ResourceCapital through Quality

Technical Education & Training
INSTITUTE MISSION

Accomplish Excellencein the field of TechnicalEducationthrough Education,Researchand

/

/ DEPARTMENT VISION x

Promote Quality Human Resource Capital by inculcating in every student the @reafivity

Service needs of society.

and Productivity in the field of Information Technology.

DEPARTMENT MISSION

Offer High Quality Graduate, PoSraduate Programme in Information Technology to prep
students for higher studies and professional career in industry.

Provide good Teaching and Researchenvironmentfor Quality Educationin the field of

@aﬁonTechnology. /
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PROGRAMME EDUCATIONAL OBJECTIVES (PEOs)

PEOL: Excel as IT Professionalwith Proficiency in designing solutions to Information
Engineering problems.

PEO2 Pursue higher studies with the sound knowledge of basic concepts and skills in sciefice
and IT disciplines.

PEO3: Exhibit professionalismteamwork and exposeto currenttrendstowardscontinuous

learning.

PROGRAMME OUTCOMES (POs)

PO1: Engineering Knowledge Apply the knowledge of mathematics, science, engineering
fundamentals,and an engineering specialization to the solution of complex engineeripg

problems.

PO2: Problem Analysis Identify, formulate, review research literature, and analyze complgx
engineering problems reaching substantiated conclusions using first principles| of
mathematics, natural sciences, and engineering sciences.

PO3: Design/Development of SolutionsDesign solutions for complex engineering problems
anddesignsystemcomponent®r processethatmeetthe specifiedneeds withappropriate
consideratiorfor the public healthandsafety,andthe cultural, societalandenvironmental

considerations.

PO4: Conduct Investigations of Complex ProblemsUse researchased knowledge and
researchmethodsncludingdesignof experimentsanalysisandinterpretatiorof data,and

synthesis of the information to provide valid conclusions.

PO5: Modern Tool Usage Create, select, and apply appropriate techniques, resources, fand
modernengineeringand ITtoolsincludingpredictionandmodelingto complex engineering

activities with an understanding of the limitations.

POG6: The Engineer and Society Apply reasoning informed by the contextual knowledge f(

assess societal, health, safety, legal and cultural issues and the consequent responsipilities

relevant to the professionaigineering practice.
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PO7: Environment and Sustainability: Understand the impact of the professional engineercilw

solutions in societal and environmental contexts, and demonstrate the knowledge
need for sustainable development.
PO8: Ethics: Apply ethicalprinciplesandcommitto professionakthicsandresponsibilitiesand

norms of the engineering practice.

g

and

PO9: Individual and Team work: Function effectively as an individual, and as a member |or

leader in diverse teams, andnnultidisciplinary settings.

PO10: Communication Communicate effectively on complex engineering activities with t

e

engineering community and with society at large, such as, being able to compreheT and

write effective reports and design documentation, anefiective presentations, and giv
and receive clear instructions.

PO11: Project Management and FinanceDemonstrate knowledge and understanding of t
engineering and management principles
and leader in a &n, to manage projects and in multidisciplinary environments.

PO12: Life-Long Learning: Recognize the need for, and have the preparation and abilit

engage in independent and 1leng learning in the broadest context of technologic

change

PROGRAMME SPECIFIC OUTCOMES (PSOs)

Al

and

to

PSOZI Apply and Analyze the concepts of Computer Networks to provide solution for evolving

needs in Information Technology

PSO2 Demonstrateknowledgeof Software Engineeringwith competencean programming
languages to solwealworld problems.

PSO3 Apply principles of information systemsin the field of engineeringfor proficient

solutions
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NOMENCLATURE FOR THE COURSE CODE
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| Course Typ

|

L

AbbreviatedCourseTitle

(in three letters)

BasicScienceBS)
EngineeringSciencgES)

HumanitiesandSocial
SciencesManagement
Course (HS)
ProfessionaCoreCourse

(PC)

ProfessionalkElective
Course (PE)
OpenElectiveCourse

(OE)

Project/MiniProject

(PW)

Seminar Technical /
Seminainternship(SR)
Non-Credit mandatory
course (NC)

Course Offered in Semester
(Example: 1, 2, 3,

DEPARTMENT/ CLUSTER

(Example:.CV/ME/EEetc.)

YEAR OFCOURSE
INTRODUCTION
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Schemeof Instructions

Semesten |l

BS-7 22MA3BSDM Statisticsand Discrete Mathematics 2 110 3 4

PC-1 22|S3PCDLD Digital Logic Design 3 ol o 3 3
22IS3PCCOA Computer Organization and

PC-2 Architecture 3 010 3 3

PC-3 22I1S3PCDSC Data Structures 3 ol 1 4 5

PC-4 221S3PCOOP Opject Oriented Programming 3 ol 1 4 5

using C++

PC5 22I1S3PCWAD Web Application Development 0 ol 2 2 4
22IS3AECPG Competitive Programming -1

AE-3 0 0] 1 1 2

HS-3 22CV3HSEVS Environmental Studies 1 1ol o 1 1
22MA3HSCPH Constitution of India, Professional

HS-4 Ethics and Human Rights 1 0]0 1 1

NCMC-1 22PE3NCPYA Physical Activity - -] - - -

TOTAL 16| 1| 5 22 28
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Schemeof Instructions

Semesten IV

BS-8 22MA4BSLIA Linear Algebra 2 3 4
22ISAPCTF i i

PC-6 S4PCTFC Theoretlcgl Foundationsof 5 3 4

Computation

PC-7 221SAPCDBM DatabaseManagementSystem 3 4 5

PC-8 22I1S4PCADA Analysisand Designof Algorithms 3 4 5

PC-9 221S4PCOPS Operating System 3 4 5
221S4SRINT Seminar- Internship involving Social

INT-1 Activity/Technical 1 1 1

AE-4 22MA4AEUHV Universal Human Values 1 1 1

AE-5 22I1S4AAECPG Competitive Programming -2 0 1 2

HS5 22MA4HSAK/ Samskrutika Kannada/ 1 1 1

i 22MA4HBAK Balake Kannada
NCMC-2 22CA4ANCCLA Cultural Activity - - -
TOTAL 16 22 28
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Schemeof Instructions

Semesten V

PC-10 22IS5PCDMG Data Mining 3 OO 3 3
PC-11 22IS5PCCLC Cloud Computing 3 0] 1 4 5
PC-12 22IS5PCCN1 Computer Networksi 1 3 ol 1 4 5
PC-13 22IS5PCSEO Softwa_lre Englpeermg & Object Oriented 3 110 4 5
Modeling Design
22IS5PERPA Robotic ProcessAutomation Designand
Development
22IS5PESTG Software Testing
PE-1 2 0 1 3 4
22IS5PEAIS Artificial Intelligence
22IS5PEADS AdvancedData Structures and Algorithm
PC-14 22IS5PCMAD Mobile Application Development 0 ol 2 2 4
HS-6 22|S5HSEMI Entrepreneurship, Managementand IPR 2 ol o 2 2
NCMC-3 | 22IS5NCCIL Indian Literature . N PP/NP -
TOTAL 16| 1|5 22 28
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Schemeof Instructions
Semesten VI

PC-15 22|IS6PCCNS Cryptography and Network Security 3 3 3
PC-16 22I1S6PCCN2 Computer Networks - 2 3 4 5
PC-17 22IS6PCMLG Machine Learning 3 4 5
22I1S6PESNA SocialNetwork Analysis
22|S6PESOA ServiceOriented Architecture
PE-2 2 3 4
22I1S6PEBDA Big Data Analytics
22IS6PEAJP AdvancedJava Programming
22IS60OECNS Cryptography and Network Security
22I1S60EAIS Artificial Intelligence
OE-1 22IS6OEDSA Data Structures and Algorithms 3 3 3
22IS6OEWTG Web technologies
PW-1 22IS6PWAPP AdvancedPython Programming 0 2 4
INT -2 22IS6SRIN2 Seminar Basedon Internship 1 1 1
HS.7 22IS6HSSPM Spftware Project Managementand 5 5 5
Finance
NCMC-4 22IS6NCPDC Eirs\:jrl]ig;i)v:gz:;ent,Aptitude and i PP/NP )
TOTAL 17 22 27
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Schemeof Instructions

Semesten VIl

BS9 22IS7BSBIO Biology for IS Engineers 0 ol 1 1 2
22IS7PEIOT Internet of Things
22I1S7TPEDVS DevOps
PE-3 22ISTPEMSG Mobile Computing and 5G 0 10|2 2 4
Technologies
22IS7TPEDLG DeepLearning
22IS7TPENLP Natural LanguageProcessing
22ISTPESAD Software Architecture and Design
PE-4 Patterns 2 o1 3 4
22IS7PEISF Information Security and Forensic
22IS7TPEBCT Block Chain Technology
PW-2 22IS7TPWPP1 Project i Phasel 0 ol 4 4 )
22IS7OEICS Introduction to Cyber Security
OE-2 3 0|0 3 3
22ISTOEMLG Machine Learning
HS-8 22ISTHSCSL Cyber Security and Cyber Law 3 ol o 3 3
NCMC-5 22ISTNCMC1 MOOCs Course-1* - - - PP/INP -
TOTAL 8 01| 8 16 24
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Schemeof Instructions

Semesten VIl

PW-3 221S8PWPP2 Projecti Phase2 0 ol 9 9 18
22IS8OEISF Information Security and Forensic
OE-3 Robotic P Automation Desi 3 OO 3 3
221SBOERPA obotic ProcessAutomation Design
and Development
HS-9 22I1SBHSGCT Green Computing 2 0O O 2 2
INT-3 22IS8SRIN3 Seminar Basedon Internship 0 ol 2 2 4
NCMC-6 22IS8NCMC2 MOOCs Courset 2* . . . PP/NP .
Detailsof 100AICTE Activity Points i i i i i
Earned
TOTAL 5 0|11 16 27
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CourseTitle Statisticsand Discrete Mathematics
CourseCode 22MA3BSDM Credits 3 L-T-P 2-1-0
CIE 50 SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 25
Hours/ Week Hours

UNIT -1

GRAPH THEORY: BasicconceptsTypesof graphsprderandsizeof agraph,in-degreeandout
degree, connected and disconnected graphs, Eulerian gtaypiitonian graphs, sugraphs,
isomorphicgraphs Matrix representatiof graphs: adjacency matrix, incidence matrix. Tre
spanningree,minimal spanningree: Kruskal'slgorithmandshortespathDijkstra'salgorithm

UNIT -2

COMBINATORICS : Introduction, Binomial and multinomial theoren@gtalan numbers, thq
principle of inclusion and exclusion, Derangements, Rook Polynomials, Gendueatntigns.

UNIT -3

CURVE FITTINGAND PROBABILITY: Curve fitting 1 Principle of least squares: fitting o
straight line, parabola and exponential cufeabx). Correlation and Regression.
Theoretical distributions: Poissondistribution, Exponentialand Normaldistributions.

UNIT -4

STATISTICAL INFERENCE: Introduction, procedure for testing of hypothesis, leve
significance[Largesample]Testof significanceor singlemeananddifferencebetweertwomeans
[Smallsample]Testof significancefor singlemean differencebetweertwo means,pairedt-test,
ratio of variances ({distribution) and ChiSquare goodnessoffit.

UNIT -5

CONGRUENCES AND ITS APPLICATIONS: I ntroducti on t o
Congruenceods, T h eTheGram ané sobk/ing Belynamials.deeler's Theor
Wilson's Theorem andFermat'slitiieeorem(Statemeqnly)- Problems

Text Books:

1. GraphTheoryard CombinatoricsD. S. Chandrasekharaia#!" Edition,PrismEngineering
Education Series, 201112

2. HigherEngineeringMlathematicsB. V. RamanaJataMcGrawHill, 2007
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3. DiscreteMathematicsand its applications,KennethH. Rosen, 7" Edition, McGrawHill

Publishers.
4. KennethH. Rosen,Elementarynumbertheory and its applications,% Edition, Pearson

publications.

ReferenceBooks:

1. DiscreteMathematics, KolmarBusbyRoss 8 Edition, PrenticeHall, 2004.

2. GraphTheory with Applicationsto Engineeringand ComputerScience, Narsingh Deo,
Eastern Economy Edition, PHI Learning Pvt.,Ltd.

3. Mathematicsfor Machine Learning,Marc PeterDeisennorth A. AldoFaisal,ChengSoon
Ong,CambridgeJniversityPress. 2020

e- Books:

1. Math725(GraphTheory),Spring2016,https://jimartin.ku.edu/~jlmartin/courses/math725
Sie/

2. An Introductionto CombinatoricandGraphTheory,David Guichard,
https://www.whitman.edu/mathematics/cgt_online/cgt.pdf

MOOC:s:

1. Introductionto ProbabilityandDatawith R, https:/www.coursera.ay/learn/probabilityintro
2. DiscreteMathematicshttps://nptel.ac.in/courses/111104026/
3. Combinatorics,https://nptel.ac.in/courses/111106086/

COURSE OUTCOMES (COs)
At the endof thecourse, thestudent willbe ableo:

CO1 | Applytheconcepbf Discrete Mathematicsand Statistics in Computer and alliedengineering
science.

CO2 | Demonstratéhelmportancenf DiscreteMathematicendStatisticausingModernTools.



https://jlmartin.ku.edu/~jlmartin/courses/math725-S16/
https://jlmartin.ku.edu/~jlmartin/courses/math725-S16/
https://www.whitman.edu/mathematics/cgt_online/cgt.pdf
http://www.coursera.org/learn/probability-intro
http://www.coursera.org/learn/probability-intro
https://nptel.ac.in/courses/111104026/
https://nptel.ac.in/courses/111106086/
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CourseTitle Digital Logic Design
CourseCode 22I1S3PCDLD Credits 3 L-T-P 3-0-0
CIE 50 SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

BooleanAlgebra and Simplification of BooleanExpressionsBooleanAlgebra: Definition of

a Boolean Algebra, Boolean Formulas dmehctions, Canonical Formulas, Manipulations
BooleanFormulas Gatesand Combinational Networks, Incomplete Boolean Functions and I
Care Conditions, Additional Boolean operations and Gdtest 11 3.1,3.403.9)

Simplification of Boolean Expressions: Formulation of the Simplification Problem,

Prime Implicants and IrredundantDisjunctiveExpressionglrimelmplicatesandIrredundant

Conjunctive Expressions, Karnaugh Maps, Usiniyl&ps to Obtain Minimal Expressions fo
CompleteBoolean Functins and Incomplete Boolean Functions, The QuiMeCluskey

Method of Generating Prime Implicants and Prime Implicfest1i 4.1t04.6,4.8)

UNIT -2

Data Processing Circuits: Binary Subtracters, Carry Lookahead Addeecimal Adders,
ComparatordDecodersgEncoders, Multiplexers, Programmablegic DevicesPROMs PLAS,
PAL (Text17 5.1.1,5.1.2,5.2 t05.10

UNIT -3

Flip-Flops: RS FlipFlops, Gated Flig-lops, Edgeriggered RS Flig-lops,EdgeTriggeredD
Flip-Flops,EdgetriggeredJK Flip-Flops,JK MasterSlaveFlipFlops, Various Representations
of Flip- Flops, Analysis of Sequential Circuffieext21 8.1t08.5,8.8,8.10,8.11)

UNIT T 4

Registers and Counters Registers and Countersypes of RegistersSISO, SIPO, PISO,
PIPO,UniversalShift Register Applicationsof Shift RegistergText 21 9.1t0 9.7) Counters:
BinaryRipple Counters,Synchronou8inary CountersCountersbaseddphift Registerspesign
of Synchronou€ountergText1i 6.8,6.9

UNIT -5

Design of Synchronous and Asynchronous Sequential Circuits Design of Synchronou
SequentialCircuits: Model Selection StateTransitionDiagram,StateSynthesislable,Design
Equationsand Circuit Diagram, State ReductionTechniques(Text 2 i 11.1to 11.4,11.7)
Asynchronous Sequential Circuits: Analysis of AsynchronousSequential Circuit,
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Problemswith AsynchronousSequentialCircuits, Designof AsynchronousequentiaCircuit
(Text2i 11.8t011.10

Text Books:

1. Digital Principles& Design,DonaldD Givone, TataMcGrawHill, 2011.

2. Digital PrinciplesandApplications,DonaldP Leach,Albert PaulMalvino & Goutam
Saha,7th Edition, Tata McGraw Hill, 2010.

ReferenceBooks:

1. lllustrative Approachto Logic Design,R D SudhakeiSamuel SanguinePearsor2010.

2. Digital Logic and ComputerDesign,M Morris Mano 10th Edition, Pearson
Education2008.

e- Books:

1. Digital Logic andComputerDesign,https://shorturl.at/tuxGM
2. Digital PrinciplesandDesign,https://bit.ly/2YgpMHTr

MOQOCs:

1. Digital Circuits, https://onlinecourses.nptel.ac.in/noc19 ee51/preview
2. Introductionto Digital Systemdesign,https://nptel.ac.in/courses/117105080/

COURSE OUTCOMES (COs)
At the endbof the coursethe student wilbe ableto:

CO1 | Comprehendasiclogic gates,combinationallogic circuits andsequentiallogiccircuits

Apply digital logic for simplification of Booleanfunctions andrealizationofdataprocessing

coz | . -
circuits

CO3 | Analyse combinationaland sequentialcircuits using flip -flops,registersandcounters.

CO4 | Designsequential circuits basedon synchronous andasynchronousmodes.



https://shorturl.at/tuxGM
https://bit.ly/2YgpMHr
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CourseTitle Computer Organization and Architecture
CourseCode 22IS3PCCOA Credits 3 L-T-P 3-0-0
CIE 50 SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

BasicStructures of Computers: ComputefTypes,FunctionalUnits, Basic OperationalConcepts,

BusStructuresSoftware Performance.

Machine Instructions and Programs: Numbers, Arithmeti©perations and Characters, Mem
Locations and Addresses, Memory Operations, Instructions and Instruction Sequ
Addressing Modes, Basic Input Out@perations.

UNIT -2

Input/ Output Organization: Accessind/O Devices,InterruptsinterruptHardware Enabling
and Disabling Interrupts, Handling MultipleDevic€)ntrolling Device RequestskExceptions,
Direct Memory Acces8usArbitration,BusesSynchronousandsynchronous.

UNIT -3

Arithmetic: Addition andSubtractiorof SignedNumbersMultiplication ofPositive Numbers,
SignedOperand Multiplication, Fast MultiplicatieBit Pair Recoding Multipliers, Integer
Division.

UNIT -4

Basic Processing Unit: Some FundamentaConceptsRegister Transfers, performingn
Arithmetic or Logic Operation,fetching aWord fromMemory,StoringaWordin Memory,
Executionof a CompletdnstructionrBranchinstruction,Multiple-Bus OrganizationHardwired
ControlA CompleteProcessor.

Pipelining: BasicConceptsRoleofCacheMemory,PipelinePerformance.

UNIT -5

Memory System:SomeBasicConceptsSemiconductoRAM memories,Rea@nly Memories,
Speed, Size and Cost, Cache Memoriglspping Function®keplacemenilgorithms.

Text Books:

1. ComputerOrganization,Carl Hamacherbth Edition, McGraw HillPublishers.
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ReferenceBooks:

1. ComputerOrganization& Architecture, William Stallings10" Edition,Pearsor2015

2. ComputerOrganizatiorandDesign.TheHardware/Softwarelnterface, David A.Patterson
and John L.Hennessy, fifth Edition, MorgeaaufmanPublishers

e- Books:

1. Computer Organization and Architecture, Wiliam Stallings 10" Edition,
http://home.ustc.edu.cn/~louwengi/reference_books_tools/
Computer%200rganization%20a nd%?20 Architecture%  2010th % 20-
%20William%20Stallings.pdf

2. Computer Organization and Art¢ecture Atul P. GodseDr. Deepali A.Godse
https://books.google.co.in/books?id=cp4eEAAAQBAJ&printsec=%20copyright&redir e
=y#v=onepage&q&f=false

MOOC:s:

1. Computer architecture and organization,
https://onlinecourses.nptel.ac.in/noc21_cs61/preview

2. ComputatiorStructures3: ComputerOrganizationhttps://learning.edx.org/course/course
v1:MITx+6.004.3x_2+1T2017/home

3. High Performanc&€omputerArchitecture https:/www.udacity.com/course/high
performancecompute%20architectureud007

COURSE OUTCOMES (COs)

At the endof the coursethe student willbe ableo:

CO1 | Apply the operationatonceptsfor instruction execution, arithmetioperationscontrol signals,
memory operations and datatransfermethodsonvariousproblems.

CO2 | Analysetypesof addressingnodesjnterrupts,arithmeticandlogic circuits, memory,pipeline
performanceand busarchitecturesanditstimingdiagrams.

CO3 | Enhanceknowledge skills, technologicalaspectson computer organizationand
architecture



http://home.ustc.edu.cn/~louwenqi/reference_books_tools/
https://www.google.co.in/search?tbo=p&tbm=bks&q=inauthor%3A%22Atul%2BP.%2BGodse%22
https://www.google.co.in/search?tbo=p&tbm=bks&q=inauthor%3A%22Dr.%2BDeepali%2BA.%2BGodse%22
https://onlinecourses.nptel.ac.in/noc21_cs61/preview
http://www.udacity.com/course/high-
http://www.udacity.com/course/high-
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CourseTitle Data Structures
CourseCode 22I1S3PCDSC Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction to Data Structures: Definition andits classificationDynamicMemoryallocation.
Linked Lists: Definition, BasicOperationsn Singly Linked List, Singlylinked List with Header,
Nodes, Applications of Singly Linked Lists.

UNIT -2

Linked List: Doubly Linked Lists, Circular Linked List i Implementationandpplications
Stacks: Definition, OperationsJmplementatiorusingArrays and Linkedlist,
Applications of Stacki Infix to postfix conversionEvaluationof postfix expression.

UNIT -3

Recursion:Definition, Writingrecursiveprogramg fficiencyofRecursion.
Queues:Definition, OperationsimplementatiorusingArraysandLinkedlist,
Typesof queuesi Circularqueue Dequeuendpriority queue Applicationsofqueues.

UNIT -4

Binary Trees:BinaryTreepropertiesaindrepresentationgraversalsndotheroperations.
Binary Search Trees: Definition, Operationson BST, Threadedbinarytreesipplications.

UNIT -5

BalancedTrees: AVL TreesSplaytreesRed BlackTrees Definitions,Rotationandothdyasic
operations.

Text Books:

1. Data Structuresusing C and C++, Yedidyah, Augenstein,TamnenbauﬁﬂOI Edition,
Pearsoiieducation2007.

2. Data StructuresusingC, ReemarThareja, OxforolJniversityPress'QOI Edition,2011.

ReferenceBooks:

1. Fundamental®f Data Structuresn C, by Horowitz, Sahni, Andersefreed, 2¢ Edition,
UniversitiePress2007.

2. Data StructuresA PseudocodeApproach with C, Richard F. Gilberg and BehrouzA.
Forouzan, Cengadearning2005.
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e- Books:

1. https://tinyurl.com/y9kdozyq
2. CProgrammingDataStructuresand Algorithmshttps://tinyurl.com/z8wIn87

MOOC:s:

1. Data Structures: An Active Learning Approabkips://www.edx.org/learn/computer
science/thainiversityof-californiasandiegodatastruduresan-activelearningapproach

2. Data Structures and Algorithms Specialization
https:/ivww.coursera.org/specializations/dataucturesalgorithms

COURSE OUTCOMES (COs)

At theendof the coursethe student wilbe ableo:

CO1 | Apply principles ofDataStructuredor solvingproblems

CO2 | AnalyzeandDevelopoperation®nlinear andnortlineardatastructures.

CO3 | Design andormulatevariousmethodsof organizingdata.



https://tinyurl.com/y9kdozyq
https://tinyurl.com/z8wln87
https://www.edx.org/learn/computer-science/the-university-of-california-san-diego-data-structures-an-active-learning-approach
https://www.edx.org/learn/computer-science/the-university-of-california-san-diego-data-structures-an-active-learning-approach
http://www.coursera.org/specializations/data-structures-
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CourseTitle Object Oriented Programming Using C++
CourseCode 22I1S3PCOOP Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Overviewto ObjectOriented Programming, Benefits and applicatioh®bject
OrientedProgramming.

Beginningwith C++: Progranstructurecin andcoutobjects nhamespaceadentifiers,variables,
constants, operators, reference types, typecastngolstructures.

Objectsand ClassesBasicsof objectandclassin C++, privateandpublicmembersSpecifyinga
class,C++ program with a class, arrays withinckass,memoryallocationto objects Array of
objects.

UNIT -2

Functionsin C++: FunctionsJnline Function functionoverloadingDefaultargumentskriend
functions, static data and function members, Objects as function arguments, returning g
constant memberfunctionsandobjetigspointer.

Constructors and Destructors: Constructors and its type$ Defadt constructors,
Parameterizedonstructorsmultiple constructorsn aclass,Constructors with defadtguments,
dynamic initialization of objects, Copyconstructoynamicconstructorfestructors.

UNIT -3

Operator overloading and Type conversion: [&fining Operator overloading, Overloadin
Unary operators, Binary Operators using friendfunctions and Member functions, Overlo
Special operators, Commaoperator, new and delete operators, Rules for ovedpadators,
Typeconversion.

Inheritance: Concept of Inheritance, types of inheritaneesingle, multiple, multilevel,
hierarchical, hybrid, protected members, overriding,virtualbaseclass.

UNIT -4

Polymorphism: Pointers, Pointes to Objects, pointers to members and member func
Pointers talerived classes, virtual and pure virtual functions.

/O and File Management: Concept of streams, C++ stream classes, Unformatted
formattedl/O, manipulators, C++ File stream classE#e managemerfunctions,File modes,
BinaryandRandontiles.
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UNIT -5

Templates Introduction totemplatesfunctiontemplatesandclasstemplates.

Introductionto exceptiontry-catchthrow, multiple catch,catchall, rethrowingexceptionUser
defined exceptions. Introduction to Standarémplate Library: Components of STL
Containers, Algorithms, Iteratorg\pplicationofContainerclasses.

Text Books:

1. Object Oriented Programming with C++ by E Balaguruswarfidtion, TataMcGrawHill,
2013.

2. C++-TheCompleteReferencdoy HerbertSchildt, 4™ Edition, TataMcGrawHill, 2015

ReferenceBooks:

1. C++Primerby StanleyB Lippman,Josed.ajoie, BarbaraeE Moo, 6™ Edition, AddisonwWesley
Professional

2. ObjectOrientedProgrammingn C++ by RobertLafore, 4th Edition,Pearso&ducation.

e- Books:

1. https://fac.ksu.edu.sa/sites/default/files/ObjectOrieRiediramminginC4tikdition.pdf

2. C++ Primer Fifth Edition,
https://zhjwpku.com/assets/pdf/books/C++.Primer.5th.Edition 2013tk

MOOC:s:

1. Programmingn C++, https://onlinecourses.nptel.ac.in/nocl9 cs38/preview
2. lITBombayX: ObjectOrientedProgramminghttps:/www.edx.org/earn/objectoriented
programming/iitbombaypbjectorientedprogramming

COURSE OUTCOMES (COs)
At the endbf thecourse, thestudent willbe ableo:

CO1 | Apply the conceptsof dataabstraction,encapsulationpolymorphism,
inheritancetemplatesandfilehandling.

CO2 | Identify the usage of reusability, polymorphism and exceptionhandlingfor solving
problems.

CO3 | Developsolutionsusingobjectorientedprogrammingconceptsforagivenproblem.



https://onlinecourses.nptel.ac.in/noc19_cs38/preview
http://www.edx.org/learn/object-oriented-
http://www.edx.org/learn/object-oriented-
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CourseTitle Web Application Development

CourseCode 22IS3PCWAD Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48

Hours/ Week Hours

About the Course: The students should develop websiis;ng modernweb technologies. The
course will be executed in two cycles and project wbiking Cycle 1, the studentsvould be

able to design responsive webportals using HTML, CSS and Bootstrap framework. In Cycle 2,
JavaScriptReact.Js and Node.Js bathent and serveside scripting will be used tobuild
interactivewebsitesisingSessiormanagemerdnddatabasedn theProjectwork phasestudent

will designand develop complete end to end web portals based on requirements and design
considerations.

Text Books:

1. ResponsivaNeb Designwith HTML5 and CSS3,Ben Frain,Packiublishind_imited,
2" RevisedEdition 2015.
2. LearninglavaScriptEthanBrown,Oreilly Publishers3rdEdition,2016.

ReferenceBooks:

1. Internet &ampWorldWideWebHowtoProgramPaulJ. Deitel, HarveyM. Deitel, Abbey
Deitel, Prenticédall, 5" Edition, 2013.

2. HeadFirst JavaScriptProgrammingABrain-friendlyGuide Elisabeth Robson,Eric
Freeman, OreillyPublishers2014.

3. Learning PHP, MySQL & JavaScript with j Query, CSS &HTMIBobin Nixon, Shroff
Publishers & Distributers Private Limited" &dition, 2015.

e- Books:

1. http://ptgmedia.pearsoncmg.com/images/9780R19614/samplepages/0321719611.pdf
2. Node.jsv21.1.0documentationhttps://nodejs.org/api/documentation.html
3. GettingStartedReact https://reactjs.org/docs/gettisgarted.html

MOOC:s:

1. Responsiv&VebDesign, https://wwwcoursea.org/learn/responsiveveb-design

2. Introductionto ReactandNodeJShttps://wwwudemycom/course/learreactjsnodejs/

3. The Complete2023 Web DevelopmentBootcamp,https:/ivww.udemy.com/course/the
completeweb-developmenbootcamp/



http://ptgmedia.pearsoncmg.com/images/97803%2021719614/samplepages/0321719611.pdf
https://nodejs.org/api/documentation.html
https://reactjs.org/docs/getting-started.html
http://www.coursera.org/learn/responsive-
http://www.coursera.org/learn/responsive-
http://www.udemy.com/course/learn-
http://www.udemy.com/course/learn-
http://www.udemy.com/course/the-complete-web-development-
http://www.udemy.com/course/the-complete-web-development-
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COURSE OUTCOMES (COs)
At theend ofthe course the studentwill be ableto:
Apply theknowledgeof HTML, CSSandScriptingtechnologiesodevelopinteractiveweb

CcOo1
applications.
CO2 | Analyzefront-endwebcodinglanguageso adddynamiccontent,animationandeffectsto
websites.
CO3 | Design an interactive website(s)with regardto issuesof usability, accessibilityand
Standards.
CO4 | Developwebapplicationsn a teamandusedevice independenteb pagesbhasedon user
specificrequirementsand constraintsusintptegratedevelopmentools(Web storm/VS
Code/Atom).
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CourseTitle Competitive Programming - 1

CourseCode 22IS3AECPG Credits 1 L-T-P 0-0-1
CIE 50 Marks SEE 50 Marks

Contact 5 Total Lecture 24

Hours/ Week Hours

About the CourseThe course is designed to enhance programming andcomputétiokaig

skills of studentsTheywouldbeenabledo developsolutiongor nornttrivial computingproblems

of realworld scenarios. Thestudents are given exposure to coding platforms for practice to
augmenttheirhigherordercognitiveskills.

The course is taught in a problem driven fashion, whelen@uage featureendprogramming
techniques are demonstrated. It includes bpdgramming idioms like arrays, elementary
sorting & searching, strings,pointefées, linked list, stack,queuesandbinarytrees,which are
widelyusedforproblemsolving.

Online Resources:

1. Competitiveprogramming https://www.hackerearth.com/getstar@mmpetitive
programming/

2. Competitive Programming A Complete Guide,
https://www.geeksforgeel®g/competitiveprogramminga-completequide/

e- Books:
1. CompetitiveP r o0 g r a hemabook Istips://cses.fi/lbook/book.pdf

2. Programming Challenges: The Programming Contest Training Manual,
https://www.pdfdrive.com/programminghallengeghe programmingcontesttraining
manualel67992721.html

MOOCs:

1. Getting Started with Competitive Programming
https://archive.nptel.ac.in/noc/courses/noc21/SEM2/nas29/
2. CompetitiveProgramminghttps:/www.udany.com/course/competitivprogramming/

COURSE OUTCOMES (COs)
At the endof thecourse, thestudent willbe ableo:

CO1 | Recognizeandapplymostappropriatedata structure andalgorithm forsolvingnew
programmingchallengessanindividualorasateammember.

CO2 | Analyseanddevelopefficientsolutionsto programmingproblemswhileworkingunderhard
deadlines.

CO3 | Designsolutionsforcontestsoncodingplatforms.



https://www.hackerearth.com/getstarted-competitive%20programming/
https://www.hackerearth.com/getstarted-competitive%20programming/
https://www.geeksforgeeks.org/competitive-programming-a-complete-guide/
https://cses.fi/book/book.pdf
https://www.pdfdrive.com/programming-challenges-the-programming-contest-training-manual-e167992721.html
https://www.pdfdrive.com/programming-challenges-the-programming-contest-training-manual-e167992721.html
http://www.udemy.com/course/competitive-programming/
http://www.udemy.com/course/competitive-programming/
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CourseTitle Environmental Studies

CourseCode 22CV34SEVS Credits 1 L-T-P 1-0-0
CIE 50 Marks SEE 50 Marks

Contact 1 Total Lecture 15

Hours/ Week Hours

COURSE OBJECTIVE: The students will be able to develop a sense of responsdbliytthe
environmentnaturalresourcestheirconservationandnderstandtheconcestructureandfunctionof
differentecosystemsartteill effectsof environmentapollutionandotherenvironmetalissueslike
populationgrowthAcidrain,globalwarmingetc.,

UNIT -1

Introduction to Environment

1. Definition, aboutthe Earth,Earth'sStructurel.e. AtmospherenditspartsHydrosphere,
LithosphereanBiosphere.

2. Ecology&EcosystemBalancedecosystentypesofEcosystem

UNIT -2

Human Activities on Environment
1. HumanactivitiesFood,ShelterEconomican&ocialSecurity.
2. EffectsofHumanactivitiesofEnvironment:
a. Agriculture,
b. Housing,
c. Industries,
d. Miningand
e. Transportationactivities
3. EnvironmentalmpactAssessmer{E | A)
4. Sustainabledevelopment

UNIT -3

Natural Resources
1. Definition,Renewableandon-Renewablesources.
2. MajorNaturalResourcesare
1 Waterresourcedis availability, quality, waterborne& waterinduceddiseases,
1 Mineralresourcesglassificationusesn variousindustriesasbyproducts.
9 Forest resourcdascauses & consequences of deforestation,variousafforestation
programs.
3. Conventionalantlon-conventionalenergyresourees
1 HydroelectricwWindpower Solar Biogasgeothermalenergy.
9 Fossilfuel basedenergyresource$ Coal,Oil & Gas,Nuclearpower
1 Hydrogerasanalternatefuturesourcesofenergy.
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UNIT -4

Environmentalpollution
Introduction, followingarefewtypesofpollutionstostuey
1 Waterpollution - definition, types, sources geffectsand control ofwaterpollution.
1 Land pollution - definition, types, sources,effects, Solid wastemanagement.
1 Noise pollution - definition, sources,effects & control of noisepollution.
1 Air pollution-definition,sourceseffects&controlofairpollution.

UNIT -5

Current Environmental Issues&lmportance
1 Populationgrowtheffects&Control,Climaticchanges,
1 GlobalwarmingAcidrain,Ozonelayerdepletionanditseffects.
1 EnvironmentalprotectidninitiativesbyGovernmenandnori Govt.Organizations
(NGO's),RoleofLegalaspects.

1 EnvironmentaEducation\Womeneducation.

Text Books:

1. EnvironmentaktudiesDr. GeethaBalakrishnaSunstarpublication,RevisedEdition)
2. Ecology,SubramanyamlataMcGrawHill Publication

3. EnvironmentabktudiesDr. J.P.SharmaFourthedition

4. Environmentabtudies Smriti SrivastavKataria& Sons

ReferenceBooks:

1. Environmentalstudies,Bendgseph.
2. Environmentalstudiefr. D.L. Manjunath.

e- Books:

1. NPTEL(OperSourcespowerpointandvisuals)
2. EcologicalstudiedATR/ OpenSources
3. Ministry of Environmentandforest&ildlife.

MOOC:s:

1. Introductionto Sustainabilityhttps://www.coursera.org/learn/sustainability

COURSE OUTCOMES (COs)

At theend ofthecourse thestudentwill be ableto:

CO1 | Discussthe componentsand impacts of human activities on environment.

CO2 | Applytheenvironmentalconceptsr conservatiomndprotectionofnaturalresources.

CO3 | Ildentify and establishrelationshipbetweensocial, economicand ethical valuesfrom
environmental perspectives.



https://www.coursera.org/learn/sustainability
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CourseTitle Constitution Of India, ProfessionalEthics And Human Rights
22MA3HSCPH / ,
CourseCode 5oMAAHSCPH Credits 1 L-T-P 1-0-0
CIE 50 Marks SEE 50 Marks
Contact 1 Total Lecture 15
Hours/ Week Hours
UNIT -1

Introduction to Indian Constitution
Framing of the Indian constitution: Role of the Constituent AssemBiyamble and Salient
featuresf theConstitutionof India, FundamentaRightsandits limitations.FundamentaDuties
and their significance. Directive Principles of State Policy: Importance and its relevance.
Studies

UNIT -2

Union ExecutiveandStateExecutive

TheUnionExecutivel ThePresidenandtheVice PresidentthePrimeMinisterandTheCouncil
of Ministers.TheUnion Parliament Lok Sabha&RajyaSabhaTheSupreme&ourtofindia.
State Executivé The Governors, the Chief Ministers and the CoundWifisters. The State
Legislaturei Legislative Assemblyand LegislativeCouncilStateHigh Courts.

UNIT T 3

Election Commission of India, Amendments and EmergencyProvisions

Election Commission dhdiai Powers & Function$ Electoral Process inindiglethodsof
ConstitutionaAmendmentsandthdiimitations.

Important Constitutional Amendmentsi  42'9, 44" 615, 740 760, 77, 86" and91st
EmergencyProvision€asestudies.

UNIT -4

Human Rights
HumanRightsi Meaningand significance, Types HumanRights, Powersand Functionsof
National and State Human Rights Commission of India. Humanrightsinconstitutidraf

UNIT -5

ProfessionalEthics

Scope and Aims of Engineering Ethics, Responsibilities of Engineers and impedime
ResponsibilitiesHonesty, Integrityand Reliability; Risks SafetyandLiability in Engineering.
CaseStudies.
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Text Books:

1. "An Introductionto Constitutionof IndiaandProfessionaEthics"MerunandarkK.B. andB.R.
Venkatesh, Meragu Publications! &dition,2011.

2. "Constitutionof India & ProfessionaEthics& HumanRights"PhaneesK. R.,Sudha
Publications10" edition,2016.

ReferenceBooks:

1. "V.N. Shukla'Constitutiorofl n d Praf(®r.) Mahendr&alSingh,Eastern Book Company,
13" Edition, 2017, Reprint 2019.

2. "Ethics in Engineering"Martin, W. Mike., Schinzinger,Roland. McGraw-Hill Education;
4™ Edition(Februar, 2004).

e- Books:

1. Constitution  of India and Professional Ethics, G B Reddy,
https://books.google.co.in/books/about/Constitution_of India_%20and_Professional E
?id=VcvuVtd88QC

2. Indian Constitution, M. Raja Rarhitp:/Avww.scribd.com/doc/82372282/Indian
ConstitutionM - RajaRam 2009#scribd

COURSE OUTCOMES (COs)
At the endof thecourse, thestudent willbe ableo:

CO1 | Recognizethe significanceof the Indian Constitutionas the supremelegalauthority.

CO2 | Analysehumanrightstheoriesandconcepts.

CO3 | Apply theprinciplesof moralobligationsanddutiesto safeguardhepublic'swelfareand
safety.



https://books.google.co.in/books/about/Constitution_of_India_%20and_Professional_E.html?id=VcvuVt-d88QC
https://books.google.co.in/books/about/Constitution_of_India_%20and_Professional_E.html?id=VcvuVt-d88QC
http://www.scribd.com/doc/82372282/Indian-Constitution-M-
http://www.scribd.com/doc/82372282/Indian-Constitution-M-
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CourseTitle Linear Algebra
CourseCode 22MA4BSLIA Credits 3 L-T-P 2-1-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 40
Hours/ Week Hours

CourseObjectives:

Theobjectivesofthecoursearetofacilitatethelearnersto

f
f

Appreciatethe importanceof linear algebrain computerand alliedengineeringscience.
Gain the knowledge of linear algebra tools and concepts to implémeemin their core
domain.

Improve their mathematicakhinking and acquireskills requiredforsustained lifelong

learning.

TeachingLearning Process(General Instructions)

Theseare sampleStrategieswhich teacherscan useto accelerategheattainmentofthevarious

courseoutcomes.

f

Lecture method(L) doesnot meanonly traditional lecture method, but differenttype of
teachingmethodsmayheoptedtodeveloptheoutcomes.

ShowVideo/animatiorfilms to explain functioningf variousconcepts.
Encouragecollaborative(Grolygarning)Learningintheclass.

Ask atleastthreeHOT (HigherorderThinking) questionsn theclass,whichpromotescritical
thinking.

Adopt Problem Based Learning (PBL), which fosters students' Analgkdtd, develop
thinking skills suchastheability to evaluate,generalizandanalysenformationratherthan
simplyrecallit.

Showthedifferentways to solve the same problem and encouragtickentso comeup
withtheirowncreativewaystosolvethem.

Discusshoweveryconceptanbeappliedto therealworld andwhenthat'spossiblé, helpsto

improvethestudentshderstanding.
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UNIT -1

VECTORSPACES: Introduction,VectorspacesSubspaced,inearCombinationsLinearSpans
row space and column space of a Matrix, Linear Dependence and Independence, B
DimensionCoordinates.

UNIT -2

LINEAR TRANSFORMATIONS : Introduction, Linear Mappings, Geometric line
transformation of% Kernel and Image of a linear transformations, RlokKity Theorem (No
proof), Matrix representation of linear transformations, Singular and- Nowular linear
transformationdnvertiblelineartransformations.

UNIT -3

EIGENVALUES AND EIGEN VECTORS : Introduction, Polynomials of Matrice
Applications of CayleyHamilton Theorem, Eigen spaces of a linear transforma
Characteristic and Minim&olynomialsoBlock Matrices JordanCanonicalform.

UNIT -4

INNERPRODUCTSPACES: Innerproductsjnnerproductspacedengthandorthogonality,
orthogonalsetsanBasesprojections GramSchmidtprocessQR-factorization leastsquares
problemandleastsquareerror.

UNIT -5

OPTIMIZATIONTECHNIQUESINLINEARALGEBRA : Diagonalization and Orthogona
diagonalization of real symmetric matrices, quadratic forms and its classifications, He
Matrix, Method ofsteepest descent, Singular value decomposition. Dimensionality reduct
Principalcomponentanalysis.

Text Books:

1. LinearAlgebraandits applicationsPavidC. Lay, SteverR.Lay, JudiJMc.Donald,Pearson
Education, & Edition,2021.

2. LinearAlgebraandits applicationsGilbertStrang BrooksCole,4™ Edition,2005.

3. LinearAlgebra:An Introduction,RichardBronson& GabrielB. Costa,2" Edition.
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ReferenceBooks:

1. Schaum's outline serieSheory and problems of linear algebra, Seymour Lipschutz, Ma
Lipson, 6" Edition, McGrawHill Education, 2017.

2. Mathematic$or Machinelearning,MarcPeterDeisennrothA. AldoFaisal,ChengSoonOng,,
CambridgeJniversityPress, 2020.

e- Books:

1. LinearAlgebra,https://ocw.mit.edu/courses/mathematicsiB3clinearalgebrafall-
2011/index.htm

2. LinearAlgebrain TwentyFive Lectures,Tom DentonandAndrewWaldron,
https://www.math.ucdavis.edu/~linear/linear.pdf

MOOC:s:

1. Mathematicgor MachineLearning:LinearAlgebra,https://wwwcoursea.org/learn/linear
algebramachinelearning

2. https://nptel.ac.in/syllabus/111106051/

COURSE OUTCOMES (COs)
At the endbf thecourse, thestudent willbe ableo:

CO1 | Apply the conceptsof linear algebrain Computerand alliedEngineerin&ciences.

CO2 | Analyzethe computerscienceandallied engineeringSciencesapplicationsusihmear
algebra.

CO3 | Demonstratethe applications of computer science and alliedengineeringScience
applicationsusingiinearalgebratools.



https://ocw.mit.edu/courses/mathematics/18-06sc-linear-algebra-%20fall-2011/index.htm
https://ocw.mit.edu/courses/mathematics/18-06sc-linear-algebra-%20fall-2011/index.htm
https://www.math.ucdavis.edu/~linear/linear.pdf
http://www.coursera.org/learn/linear-algebra-machine-learning
http://www.coursera.org/learn/linear-algebra-machine-learning
http://www.coursera.org/learn/linear-algebra-machine-learning
https://nptel.ac.in/syllabus/111106051/
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CourseTitle Theoretical Foundations Of Computation
CourseCode 221SAPCTFC Credits 3 L-T-P 2-1-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 25
Hours/ Week Hours

UNIT -1

Introduction to Finite Automata: Introduction to Finite Automata, Concepts of Automa
Theory, Deterministic Finite Automata (DFA),Nondeterminigtiaite Automata (NFA) and?
N F A-closUresE q ui v a I-NFA, BFAantDFA, Minimizationof DFA.

UNIT -2

Regular Expressions and Regular Languagedkelation between Regular Expressions a
Regular Languages, Pumping Lemma for regularlanguages, Conversion of finite auton
Regular expression using stateeliminationmetRedulaiE x p r e s-BlFAont o U

UNIT -3

Context Free Grammars and LanguagesRelation between Context Free Grammars g
Context Free Languages, Parse trees, Ambiguity in Gram8iamplification of ContextFree
GrammarChomskyNormaForm

UNIT -4

Push DownAutomata: Constructiorof PDA, Acceptancéy final state, Acceptandesy empty
stack,Equivalenceof PDA andCFG,Non- Deterministican®eterministicPushdowfutomata.

UNIT -5

Turing Machines: Introductionto TuringMachine Constructiorof TuringMachines as language
acceptors anttansducers, combining Turing machinesforcomplicatedtasks.

Text Books:

1. Introductionto AutomataTlheory,LanguagesndComputatiorby JohnE. Hopcroft, Rajeev
Motwani, Jeffrey D.Ullman: Pearsoneducati®f Edition, 2007.

2. An Introductionto formal LanguagesndAutomataby Peter_inz, Jones&BartlettLearning,
6" Edition,2016.

ReferenceBooks:

1. Introduction to Languages and Automata Theory by John C MartirViagaaw-Hill, 4"
Edition, 2010.
2. Introductionto Theory of Computation,Michael Sipser, CengagelLearning8Ed,2014.
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e- Books:

1. Automata, Computability and Complexity: Theory and Applications, Elaine Rich,
https://www.cs.utexas.edu/~ear/cs341/automatabook/AutomataTheoryByok.pdf

2. https://online.kmsdasuya.in/wgpntent/uploads/2020/09/TGTheory of-Computer
ScienceAutomata Languagesand Computatior3e-KLP-MishraN-Chandrasekaran.pdf

MOOC:s:

1. Fundamentalsof Automata Theory, https://www.udemy.com/course/fundameniais
automatetheory/

2. AutomataTheoryhttps://www.classcentral.com/course/stanfopnedxautomatatheory
376

COURSE OUTCOMES (COs)
At the endbf thecourse, thestudent willbe ableo:

CO1 | Understandhe fundamentalconceptsof formal languagesand automata

CO2 | Analysethe conceptsof formal languagesand automatainrecognizinganguageandin solving
relatedproblems.

CO3 | Designgrammarsand automatafor different levels of formallanguagesandsimulate
usingmoderntools.



https://www.cs.utexas.edu/~ear/cs341/automatabook/AutomataTheoryBook.pdf
https://www.udemy.com/course/fundamentals-of-automata-theory/
https://www.udemy.com/course/fundamentals-of-automata-theory/
http://www.classcentral.com/course/stanford-openedx-automata-
http://www.classcentral.com/course/stanford-openedx-automata-
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CourseTitle DatabaseManagementSystem
CourseCode 221SAPCDBM Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Databasesand DatabaseUsers Introduction,anexample Characteristics of the Databas
Approach, Advantages of using the DBMSApproach, When Not to use a DBMS. Dat:
System ConceptsandArchitecture-Data Models, Schemas and Instances, Fh8mhema
Architectureanddatalndependencd,heDatabas&ystemEnvironment.

UNIT -2

Data Modeling Using the EntityRelationship ModeUsing HighLevel Conceptual Data
Modelsfor Databaselesign Entity Types,Entity Sets AttributesandKeys, Relationshiprypes,
RelationshipSets,RolesandStructuralConstraintsWeakEntity Types,ER DiagramsNaming
ConventionsaandDesignissuesA SampleDatabasé\pplication,RelationshipTypesof Degree
Higher than Two. Relational Database Design UsingdRelational Mapping.

UNIT -3

The Relational Data Model and Relational Database ConstraintsRelational Model

Concepts, Relation&flodel ConstrainteandRelational Databasgchemas, Updat®perations,

Transactionsand Dealingwith ConstraintBasic SQL- SQL Data Definition and Data Types|
Specifying Constraints in SQL, Basic Retrieval Queries in SQL, INSERT, DELETE

UPDATE Statements SQL, Additional Feature®f SQL, More ComplexSQLRetieval Queries,

Views,Schem&hangeStatementsiSQL.

UNIT -4

The Relational Algebra Unary Relational Operations: SELECT, PROJECT, Relationa
AlgebraOperations fronsetTheory, BinaryRelationalOperatiorn3OIN, DIVISION, Additional
RelationalOperations, Examples ofQueriestelationalAlgebra.

Basics of Functional Dependenciesand Normalization for Relational Databases
Informal Design Guidelines for Relation Schenfasctional Dependencies, NormaForms
Basedon Primary Keys, GeneralDefinition®f SecondandThird NormalForms,Boyce Codd
NormalForm.

UNIT -5

NoSQL Databases Introduction to NoSQL Systems, The CAP Theorem,DocurBased
NoSQLSystems&langoDB.
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Introduction to Transaction ProcessingConcepts and Theorylntroductionto Transaction
Processing, Transaction and System Concepts, Desirable Properties of Transs
Characterizing Schedules Based on Recoverability, Characterizing Schedules Bag
Serializability, Transaction Support irQ&, Two-Phase Locking Techniques for Concurren(
Control.

Text Books:

1. Fundamentalsf Databas&ystems RamezEIlmasri& ShamkantB. Navathe,Publishetyy
Pearson India EducationServi¢aa.Ltd, 7" Edition,2017.
2. ProfessionaNOSQL,ShashanKiwari, Publishedoy JohnWiley &Sons,Inc,2017

ReferenceBooks:

1. Databas&ystentConceptsAbrahanSilberschatzdenryF.Korth, S.SudarshagixthEdition,
TataMcGraw-Hill,2010

2. An Introductionto DatabaseSystems,C.J.Date,A.Kannan,S.Swamynatha8] Edition,
Pearsoiducation2006

3. DatabasévlanagemenBystems Ramakrishnarand Gehrke,3" EditionMcGrawHill2014.

e- Books:

1. Database Management System,
https://mrcet.com/downloads/digital_notes/ECE/I11%20Year/DATABASE%20MANAGE
MENT%20SYSTEMS.pdf

2. https://ebooks.lpude.in/management/mba/term_3/DCAP204 %20MANAGING DATAB
EDCAP402 DATABASE MANAGEMENT SYSTEMS.pdfBook 4

MOOC:s:

1. Databas&ystemshtips://ocw.mit.edu/courses830-databaseystemsall-
2010/pages/lectursotes/
2. Databasé&lanagemenCourseshttps://www.udemy.com/topic/databas@nagement/

COURSE OUTCOMES (COs)
At the endof thecourse, thestudent willbe ableo:

CO1 | Understandhebasicdatabassystemconceptsarchitectureandthetransactiorprocessing
concepts

CO2 | Analyzethe logical databasalesigntechniquesrelationalalgebraexpressiongor the
given scenario

CO3 | Develop databaseapplications using modern tools i MYSQL/NOSQL



https://mrcet.com/downloads/digital_notes/ECE/III%20Year/DATABASE%20MANAGEMENT%20SYSTEMS.pdf
https://mrcet.com/downloads/digital_notes/ECE/III%20Year/DATABASE%20MANAGEMENT%20SYSTEMS.pdf
https://ocw.mit.edu/courses/6-830-database-systems-fall-2010/pages/lecture-notes/
https://ocw.mit.edu/courses/6-830-database-systems-fall-2010/pages/lecture-notes/
https://www.udemy.com/topic/database-management/
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CourseTitle Analysis and Designof Algorithms
CourseCode 22I1SAPCADA Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 50 Marks
Contact 5 Total Lecture 40
Hours/ Week Hours
UNIT -1

Fundamentals of Algorithm Analysis: Definition of algorithm,Algorithmic Problem Solving
Frameworkfor Analysisof algorithmefficiency, AsymptoticNotations MathematicalAnalysis
of Nonrecursive algorithmsari®ecursivealgorithmd/laster'sTheorem.

UNIT -2

Brute Force: Bubble Sort, SelectionSort, String Matching, Exhaustivesearch.
Divideand Conquer: MergesortQuicksort.
Greedy Technique: Prim's Algorithm, Kruskal's Algorithm, Dijkstra'sAlgorithm.

UNIT -3

Decrease and conquerbDepth First Search (DFS), Breadth First Search (BRPplications
of DFS and BFS, Topological Sortingenerating Algorithmgor permutations.
Spaceandlime Trade-offs: HorspoolAlgorithm, Hashing.

UNIT -4

Transformand Conquer: Presorting 2-3TreesHeapsanéieapsort.
Dynamic Programming: Computing eBinomial Coefficient, Floyd'sAlgorithnKnapsack
Probleman&lemoryfunctions.

UNIT T 5

Limitations of Algorithm Power: DecisionTreesP,NPandNP-CompleteProblems.
Backtracking: N-q u e epmokdem Sumofsubsetproblem
Branchandbound: TravelingSalesmanproblemssignmentproblem.

Text Books:

1. Introductionto the designand analysisof algorithms, AnanyLevitin, Pearson
Education3 Edition, 2011.

2. ComputerAlgorithms, Horowitz E., Sahani S., Rajasekharan S.,UniverBitess2nd
Edition,2008.

ReferenceBooks:

1. Introductionto Algorithms,CormenT.H, LeisersorC. E, RivestR.L,SteinC,PHI, 3
Edition,2010.
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2. Introductionto Algorithms, CormenT.H, LeisersonbyMark AllenWeissPHI,2013.

e- Books:

1. Design and Analysis of Algorithms, Zhigiang Gu
https://wwwcs.dule.edu/courses/fall08/cps230/Book.pdf
2. Design and Analysis of Algorithms,

https://www.tutorialspoint.com/design and analysis ofalgorithms/design and analysis
algorithms tutorial.pdf

MOOC:s:

1. Algorithms,Partl, https://www.coursera.org/learn/introductitmalgorithms
2. DesignandAnalysisof Algorithms, https://nptel.ac.in/courses/106106131

COURSE OUTCOMES (COs)
At theend ofthe coursethe studentwill be ableto:

CO1 | Demonstratsolvingof acomputingoroblemfor variousdatasetstoaidthevisualizationof
thealgorithm

CO2 | Examinetheworkingofthealgorithmandinferitstimecomplexitybyapplyingsuitable
techniques.

CO3 | Designandimplementalgorithmsto solvereal time computingproblemsusingsuitable
algorithmicdesigntechniques.



http://www.cs.duke.edu/courses/fall08/cps230/Book.pdf
http://www.cs.duke.edu/courses/fall08/cps230/Book.pdf
https://www.tutorialspoint.com/design_and_analysis_ofalgorithms/design_and_analysis_of_algorithms_tutorial.pdf
https://www.tutorialspoint.com/design_and_analysis_ofalgorithms/design_and_analysis_of_algorithms_tutorial.pdf
https://www.coursera.org/learn/introduction-to-algorithms
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CourseTitle Operating System
CourseCode 221S4APCOPS Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Operating System structure, OperatingSystem operations, Proces:
managemenfylemorymanagementoragemanagemengrotectionandsecurity Kerneldata
structures, computingenvironments.

Operating System structure: OperatingSystemServices,UserOperatingSysteminterface.

UNIT -2

Processes:ProcessConcept,ProcessScheduling Inter processcommunication.

Process Synchronization: The critical section problem, Peterson'solutionMutexlocks,
Semaphore£;lassicaproblemsofsynchronization.

Multithreaded Programming: Multithreadingmodels.

UNIT -3

CPU Scheduling: Basic concepts,Schedulingcriteria, Schedulingalgorithms.
Deadlocks: System Model, Deadlock characterization Methods for handlingdeadlocks,
Deadlock prevention, Deadlock avoidanbeadlockdetectionandrecoveryfromdeadlock.

UNIT -4

Main Memory: Background, swapping, Contiguous memory allocation Segmentation,
PagingStructureofpagetable.

Virtual Memory: Background,Demandpaging, Copy on write, Pagereplacement
algorithmsAllocationofframesThrashing.

UNIT -5

Disk performance optimization: Introduction, why disk schedulingis necessaryDisk
schedulingstrategiestationaloptimization.
File and Database Systems: Free space managementfile accesgontrol.

Text Books:

1. Operating System Concepts, Abraham Silberschatz, PetefzBagn,GregGagneWiley
India,9thEdition,2012.
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ReferenceBooks:

1. Operating Systems, A Concepased Approach, DM Dhamdhere, Tata McgitdiN, 3rd
Edition, 2012.

2. Modern OperatingSystems,by Andrew S. Tanenbaumand Herbert Bos, Pearson4th
Edition, 2014.

3. UNIX completereferenceby HerbertSchildt, Mcgraw Hill, 2ndedition.

4. Sumitabhdas:UNIX ConceptandApplications,TataMcGrawHill, 4thEdition,2006.

e- Books:

1. http://https/://cseéknu.qgithub.io/%20svprog/books/Andrew%20S.%20Tanenbaum%20

%20Modern%20Systems.pdf

2. http://ebooks.lpude.in/computer application/mca/terms 1/DIODBPOPERATING SYST

EM.pdf

MOOC:s:

1. https://www.cs.uic.edu/~jbell/CourseNotes/CqigrgS/stems/index.html
2. Introduction to Operating Systentg{ps://www.udacity.com/course/introductim
operatingsystemsud923

COURSE OUTCOMES (COs)

At the endbf thecourse, thestudent willbe ableto:

Co1

Apply variousconceptof CPUschedulingmemorymanagement,synchronizatiandfile
management

CO2

Analyse different algorithms of processscheduling, diskscheduling®S structuresand
services

CO3

Using modern tools demonstrate process synchronization,scheduliradggorithmsand
variousOSfunctionalities



http://https/%3A/csc-knu.github.io/%20svs-prog/books/Andrew%20S.%20Tanenbaum%20-%20Modern%20Systems.pdf
http://https/%3A/csc-knu.github.io/%20svs-prog/books/Andrew%20S.%20Tanenbaum%20-%20Modern%20Systems.pdf
http://ebooks.lpude.in/computer_application/mca/terms_1/DCAP403_OPERATING_SYSTEM.pdf
http://ebooks.lpude.in/computer_application/mca/terms_1/DCAP403_OPERATING_SYSTEM.pdf
http://www.cs.uic.edu/~jbell/CourseNotes/OperatingSystems/
http://www.cs.uic.edu/~jbell/CourseNotes/OperatingSystems/
https://www.udacity.com/course/introduction-to-operating-systems--ud923
https://www.udacity.com/course/introduction-to-operating-systems--ud923
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CourseTitle Universal Human Values

CourseCode | 22MA4AEUHBYV Credits 1 L-T-P 1-0-0
CIE 25 SEE 50 Marks (100% Weightage)
Contact 1 Total Lecture 15

Hours/ Week Hours

CourseObjectives:

To develop a holistic perspective based on-seffloration about themselves (human being),
family, societyandnature/existenceJnderstandingor developingclarity) of theharmonyin the
human being,familysocietyandnature/existence.

UNIT -1

Courselntroduction - Need,Basic Guidelines,Content and Procesgor Value Education

1. Purposeandmotivationfor the course recapitulatiorfrom UniversalHumawaluesl

2. Seli-Exploration whatisit? - Its contentandprocess)NaturalAcceptanceandExperiential

Validation as the process for setfxploration

ContinuouHappinessand ProsperityA look at basidcHumanAspirations

4. Right understanding,Relationshipand Physical Facility- the basic requirementgor
fulfilment of aspirations of every human being withtheircorrectpriority

5. UnderstandingHappinessand Prosperitycorrectly A critical appraisal of the current
scenario

6. Methodtofulfil theabovehumanaspirationsunderstandingndlivinginharmonyavarious
levels.

Includepracticesessions to discusgtural acceptance llumanbeing asthe innate acceptand

for living with responsibility (living in relationship, harmomynd ceexistence) rathethan as

arbitrariness in choice based onlikidggliking

w

UNIT -2

UnderstandingHarmony in the Human Being - Harmony in Myself!
Understandinfpumanbeingasa co-existenceof thesentientl andthematerial'Body’
Understandinghe needsof Self ('I') and 'Body' - happinessandphysicalfacility
UnderstandintheBodyasaninstrumenof'I' (Ibeingthedoer seerandenjoyer)
Understandinthecharacteristicandactivitiesof 'I'andharmonyin'l’

Understandinghe harmonyof | with the Body: Sanyamand Health;correct appraisal of
PhysicalneedsyeaningoProsperityindetail

6. Programstoensuanyamanéiealth.

Includepracticesessionso discusgheroleothershaveplayedin makingmateriajoodsavailable
to me. Identifying from one'sown life. Differentiate betweenprosperityand accumulation.

akrownbhpE
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Discussprogramfor ensuringhealthvsdealingwithdisease

UNIT -3

Understanding Harmony in the Family and Society Harmony in Human- Human

Relationship

1. Understanding values in hum&noman relationship; meaning of Justice (nine univer
valuesin relationshipshandprogramfor its fulfilment to ensuremutualhappinessyrustand
Respect as the foundationalvaluesofrelationship

2. Understandinghe meanin@f Trust; Differenceébetween intentiomndcompetence

3. Understanding theneaning ofRespectDifference betweenrespectandifferentiation;the
othersalientvaluesinrelationship

4. Understandingheharmonyin thesociety(societybeinganextensiorof family): Resolution,
Prosperity, fearlessness (trust) angswstenceascomprehensivelumanGoals

5. Visualizingauniversaharmoniousrderin society UndividedSociety,UniversalOrddrom
familytoworldfamily.

Include practice sessions to reflect on relationships in family, hostel and institute as ext

family, real life examples, teachstudent relationship, goal of education etc. Gratitude a

universal value in relationshipBiscusswithscenarioklicitexamplesfromstudents/es

UNIT -4

Understanding Harmony in the Nature and Existence - Wholeexistencea€oexistence
1. Understandingtheharmonyinthéature

2. Holisticperceptionofharmorgtalllevelsofexistence.

UNIT -5

Implications of the aboveHolistic Understanding of Harmony on ProfessionaEthics
1. Naturalacceptanceofhumanvalues
2. DefinitivenessoEthicalHumanConduct

Include practice Exercises and Case Studies will be taken up in Practice (tutorial) Sessio
To discuss the conduct as an engineer or scientist etc.

Text Books:

1. Human Values and Professional Ethics by R R Gaur, R Sangal, G PBageeiBooks,
NewDelhi,2010

ReferenceBooks (Materials):

1. JeevanVidya: Ek Parichaya A Nagaraj,JeevanVidya Prakashan,Amarkantak999.
2. HumanValues,A.N. Tripathi, New Age Intl. PublishersNew Delhi,2004.
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© 00 N OO O b~ W

10.
11.

. TheStoryofStuff(Book).

. TheStoryof My Experimentsvith Truth- by Mohanda¥aramchandGandhi
. SmallisBeautifut E.FSchumacher.

. SlowisBeautiful CecileAndrews

. EconomyofPermanencelCKumarappa
. BharatMeinAngrejiRaji PanditSunderlal
. Rediscoveringndia- byDharampal

IndiaWinsFreedomMaulanaAbdulKalamAzad
VivekanandaRomainRolland(English)

COURSE OUTCOMES (COs)

At theend ofthe course the studentwill be ableto:

CO1

Conduct self-exploration and distinguish betweenvalues and skills, happinessand
accumulatiorof physicalfacilities, the selfandthebody,IntensiorandCompetencefan
individual

COo2

Analyzethe value of harmoniougelationshipbasedon trustandrespecin personabnd
professionalife

CO3

Examinethe role ofa human beingh ensuringharmonyin societyandnature

CO4

Apply the understandingof ethics in life and profession
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CourseTitle Competitive Programming - Il

CourseCode 22ISAAECPG Credits 1 L-T-P 0-0-1
CIE 50 Marks SEE 50 Marks

Contact 5 Total Lecture 24

Hours/ Week Hours

About the Course

The courseis designedto enhancegprogrammingand computationalthinking skills of students.
Theywould be enabledio developsolutionsfornontrivial computingproblemsof real world
scenarios. The students aregiveposure to coding platforms for practice to augment their
higher ordercognitiveskills.

Thecourses taughtin a problemdrivenfashion, wher®bjectOriented Programminfgatures

are demonstrated. The students are enabled to transform condepiwéddge to efficient
programs in solving ope®ndedquestions.

Online Resources:

1. CompetitiveProgrammingRaviOjha,https://www.hackerearth.com/getstar@mmpetitive
programming/

2. Competitive Programming A Complete Guide,
https:/www.geeksforgeeks.org/competitiyogramminga-completeguide/

e- Books:

1. CompetitiveP r o0 g r a HenabookeBook1, Antti Laaksonen,
https://cses.fi/lbook/book.pdf

2. Programming Challenges: The Programming Contest Training Ma8tealen S.
Skiena& Miguel Revilla, https:/www.pdfdrive.com/protammingchallengeghe-
programmingcontesttrainingmanuale167992721.html

MOOQOC:s:

1. Getting Started with Competitive Programming,
https://archive.nptel.ac.in/noc/courses/noc21/SEM2/nas29/
2. CompetitiveProgramminghttps://www.udeny.com/course/competitiverogramming/



https://www.hackerearth.com/getstarted-competitive-programming/
https://www.hackerearth.com/getstarted-competitive-programming/
http://www.geeksforgeeks.org/competitive-programming-a-complete-guide/
http://www.geeksforgeeks.org/competitive-programming-a-complete-guide/
https://cses.fi/book/book.pdf
https://www.pdfdrive.com/search?q=Steven%2BS.%2BSkiena
https://www.pdfdrive.com/search?q=Steven%2BS.%2BSkiena
https://www.pdfdrive.com/search?q=Miguel%2BRevilla
http://www.pdfdrive.com/programming-challenges-the-
http://www.pdfdrive.com/programming-challenges-the-
https://archive.nptel.ac.in/noc/courses/noc21/SEM2/noc21-cs99/
https://www.udemy.com/course/competitive-programming/
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COURSE OUTCOMES (COs)
At the endof thecourse, thestudent willbe ableo:

CO1 | Identifyandapplymostppropriat@bjectorientedprogrammingparadigrfor solvingnew
programmingchallengessanindividualorasateammember.

CO2 | Analyseanddevelopefficientsolutionsto programmingproblemswhileworkingunderhard
deadlines

CO3 | Designsolutionsforcontestsoncodingplatforms
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CourseTitle Data Mining
CourseCode 22IS5PCDMG Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Different types of attributes, aggregation, sampling, dimensionality reduction, feature
selection, feature creation, discretizatiamd binarization, variable transformation in data |
processing, similarity and dissimilarity between simple attributes, dissimilarities betwee
objects, similarities between data objects, examples of proximity measures.

UNIT T 2

Working andbuilding a decisioniree, methodfor expressing attribute test conditions, meas
for selecting the best split, algorithm for decision tree induction.-Raged classifier working
rule-ordering schemes, direct methods for rule extraction, indire¢tadstfor rule extraction.

UNIT -3

Nearest neighbor classifier, algorithm, characterigtfasearest neighbor classifiers, example
Naive Bayes classifier and characteristics. Basic concepts of association analysis,
definition, frequenitemset generation, Apriogrinciple, frequent itemset generation in Apri
algorithm.

UNIT -4

Rule generation, confidendmsed pruning, rule generation in Apriori algorithm, comy
representation of frequent itemsets, maximal frequent itemdeted frequent itemsets, ¥
Growthalgorithm, FPTree representation, frequent itemset generation i@ femvthalgorithm.

UNIT -5

The basic Kmeans algorithm, Basic Agglomerative hierarchical clustering algorithm, sp
techniques, single link oM 1 N, complete |l ink or MAX o
method and centroid methods, traditional density: cdydsed approach, DBSCAN algorith
Fuzzy Gmeans.




kl

B.M.S.COLLEGEOFENGINEERING,BENGALURU-19

(Autonomoudnstitute,Affiliated to VTU)
DEPARTMENTOFINFORMATION SCIENCEAND ENGINEERING

Text Book:

1. Introductionto DataMining, PangNing Tan,MichaelSteinbachAnuj
Karpatne and Vipin Kumar, Pearson Education, First impress
2016. Section2.1.1,2.3,2.4.2,2.4.3,2.4.4,2.45,4.3.1- 4.3.5,5.1.1,
5.1.2,5.1.4,5.1.5,5.2,5.3.3,6.1,6.2(6.2.1,6.2.2),6.3(6.3.1,6.3.2),
6.4,6.6, 8.2.1,8.3.1,8.3.2,8.4.1,8.4.2,9.2.1.

ReferenceBooks:

1. DataMining Conceptsand TechniquesJiawei Han, Micheline Kamber and Jian Pei, 3¢
Edition, MorganKaufmannPublishersElsevier,2012.
2. Introductionto DataMining with CaseStudies G. K. Gupta,PHI, 3" Edition, 2014.

e-Books:

1. Data Mining and Analysis: Fundamental Concepts and Algorithms, Mohammed J Zaki
Wagner Meira Jr.

http://pzs.dstu.dp.ua/DataMiningdbmohammed | _zaki_wagner_meira_jr_data_mining_and
nalysis_fun.pdf

2. Data Mining, Practical Machine Learning Tools and Techniques, lan H Witten and Eibe
Frank.
http://www.academia.dk/BiolagkAntropologi/Epidemiologi/DataMining/Witten_and_Frank [
ataMining_Weka _2nd_Ed_2005.pdf

MOOCs:

1. Mining MassiveDatasets https://www.edx.org/course/miningassivedatasets

2. DataMining Specialization,https://www.coursera.org/specializations/datiing

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Comprehendhe conceptof data,classification, associatiaandclusteranalysis.

CO2 | Apply the conceptsof pre-processinggclassification,associatiorand clusteringfor data

mining tasks.

CO3 | Analyzethetechniquesor association, classificaticandclustering.



http://pzs.dstu.dp.ua/DataMining/bibl/mohammed_j_zaki_wagner_meira_jr_data_mining_and_analysis_fun.pdf
http://pzs.dstu.dp.ua/DataMining/bibl/mohammed_j_zaki_wagner_meira_jr_data_mining_and_analysis_fun.pdf
http://www.academia.dk/BiologiskAntropologi/Epidemiologi/DataMining/Witten_and_Frank_DataMining_Weka_2nd_Ed_2005.pdf
http://www.academia.dk/BiologiskAntropologi/Epidemiologi/DataMining/Witten_and_Frank_DataMining_Weka_2nd_Ed_2005.pdf
https://www.edx.org/course/mining-massive-datasets
https://www.coursera.org/specializations/data-mining
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CourseTitle Cloud Computing
CourseCode 22IS5PCCLC Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Cloud Computing in a Nutshell, Roots of Cloud Computing, Layers and Ty
Clouds, Desired Features of a Cloud, Cloud Infrastructure Management Features, Infrastr
a Service Providers Features, Platform as a Service Providers Features, Ghallehdrisks
Migrating into a Cloud: Broad Approaches to Migrating into the Cloud, The SeStap Model
of Migration into a Cloud.

UNIT T 2

Virtual Machines Provisioning and Migration Services: Virtual Machines Provisioning a
Manageability, Virtual Machine Migration Service¥irtualization Structures/Tools and
Mechanisms. ServiceOriented Architectures for Distributed Computing: Services an
ServiceOriented Architecture REST and Systems ofyStems, Services and Web Servi
Enterprise Multitier Architecture, Grid Services and OGSA.

UNIT -3

Microservice: Traditional Monolithic Applications, Monolithic Applications in A Data Center,
Microservices Approach, The Advantages of Microservices, The Potential Disadvant
Microservices, Microservices Granularity, Communication Protocols Used for Microssg
Communication Among Microservices.

UNIT -4

Cloud Security and Privacy: CloudSpecific Security Problems,Securityin A Traditional
InfrastructureWhy TraditionalMethodsDo Not Suffice forTheCloud, TheZeroTrust Security
Model,IdentityManagement®rivilegedAccessManagemenfPAM), Al TechnologiesndTheir
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Effect On Security, Protecting Remote Access, Privacy in A Cloud Environment, Back Do
Side Channels, And Other Concerns, Cloud Providers as Partners fatySsadiPrivacy.

UNIT -5

Edge Computing and bT: The Latency Disadvantage of Cloud, Situations Where Latency m
Industries that Need Low Latency, Moving Computing to The Edge, Extending Edge Comg
A Fog Hierarchy, Caching at Multiple Levetd a Hierarchy, An Automotive Example, E(
Compuing and lIoT, Communication faoT, Decentralization Once Again.

Text Books:

1. Cloud ComputingPrinciplesand paradigm,RajkumarBuyya, JamesBorberg, Andrzej
Goscinski, 2017.

2. DistributedandCloud Computingfrom ParallelProcessingo Internetof Things,Kai Hwang,
Geoffrey C. Fox, Jack J. Dongarra, Elsevier, Morgan Kaufrzoai

3. TheCloudComputingBook, Douglask. Comer,2021

ReferenceBooks:

1. CloudComputing- TheoryandPractice, DarC. Marinesco, 201&lsevierinc.
2. Cloudcomputing, A HandsOn Approach, ArshdeeBahga,Vijay Madisetti,2016

e- Books:

1. Handbook of Cloud Computing, Borko Furht - Armando Escalante,
https://studytm.files.wordpress.com/2014/03/randk-of-cloud-computing.pdf

2. CloudComputing,SandeefBhowmik
https://industri.fatek.unpatti.ac.id/gpntent/uploads/2019/03/2A00oud-Computing
SandeefBhowmik-Edisi1-2017.pdf.

3. AdvancedComputingl2th International Conference,lACC 2022, Hyderabad, India,
December 1617, 2022, Revised Selected Papers, Part |
https://link.springer.com/book/10.1007/93&31-3564 t4?sapoutbound
id=49D2A8ED71CC9B963E96364A35D838ABDOAF666A.



https://studytm.files.wordpress.com/2014/03/hand-book-of-cloud-computing.pdf
https://industri.fatek.unpatti.ac.id/wp-content/uploads/2019/03/210-Cloud-Computing-Sandeep-Bhowmik-Edisi-1-2017.pdf
https://industri.fatek.unpatti.ac.id/wp-content/uploads/2019/03/210-Cloud-Computing-Sandeep-Bhowmik-Edisi-1-2017.pdf
https://link.springer.com/book/10.1007/978-3-031-35641-4?sap-outbound-id=49D2A8ED71CC9B963E96364A35D838ABD0AF666A
https://link.springer.com/book/10.1007/978-3-031-35641-4?sap-outbound-id=49D2A8ED71CC9B963E96364A35D838ABD0AF666A
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MOOC:s:

1. Google Cloud Computing Foundation Course.
https://swayam.gov.in/nd1l _noc20 cs55/preview

2. CloudComputing.
https://www.coursera.org/browse/informatitechnology/clouecomputing

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

COo1

Understanatloud-paradigmssecurity,privacy, challengesndrisksin cloudcomputing.

CO2

Apply the differentcomputingprinciplesusingcloud environments.

COs3

Analysethe importanceof virtualization, microservicearchitecturesedgeandlOT in the
usage otloud computing.

CO4

Developapplicationson cloudenvironments.



https://swayam.gov.in/nd1_noc20_cs55/preview
https://www.coursera.org/browse/information-technology/cloud-computing
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CourseTitle Computer NetworksT 1
CourseCode 22I1S5PCCN1 Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction and Overview: Growth of Computer Networking, Protocol Suites and Laye
Models, How Data Passd&rough Layers, Headers and Layers, ISO and the OSI Seven
Reference Model.

Information Sources and Signals:Analog and Digital Signals, Converting A Digitalgnal to
Analog, The Bandwidthof a Digital Signal,Line Coding,ManchesteEncodingUsed inComputer
Networks, Converting an Analog Signal to Digital, The Nyquist Theorem and Sampling R
Transmissionmodes:SerialTransmissionParallelTransmissionAsynchronoud ransmission,
Synchronous Transmission, Isochronous Transmission, SimplexPdpléx and FuHDuplex
Transmission.

UNIT T 2

Data Link Layer: Design issues, Services Provided to Network Layer, Framing, Error Cc
Flow Control, ErroDetectionCodes Elementarydatalink protocols: ASimplexStopandWait
Protocol for anError-Free Channel, A Simplex Stgmd Wait Protocol for a Noisy Chann
Sliding window protocols:Onebit Sliding Window Protocol, ProtocolUsing Go-BackN and
SelectiveRepeat.

UNIT -3

Medium access control sublayer:Channel allocation problentStatic Channel Allocation
Assumptions for Dynamic Channel Allocation, Multiple access protocols: Aloha, C¢
EthernetEthernetPhysicallayer,EthernetSubMAC layer,WirelessLAN: 802.1% architecture
Protocol stack, MAC sublayer protocol, frame stuve.

UNIT -4

Internetworking Concepts,Architectures, and Protocols: Internetworking,ThelP Addressing
Scheme, The IP Address Hierarchy, Classes of IP addresses, Subnet and Classless Add

Data Forwarding: Connectionless Service, VirtuBackets, The IP Datagram Header Forr
Forwarding an IP Datagram, Network Prefix Extraction and Datagram Forwarding, L(
Prefixmatch,DestinationAddressandNet-Hop Address BestEffort Delivery, IP Encapsulation
MTU and Datagram Fragmentation a@Rdassembly.
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UNIT -5

Support Protocols and TechnologiesThe Address Resolution Proto¢dlRP), ARP Message
Format, Internet Control Message Protocol (ICMP), ICMP Message Format and Encapsu
Dynamic Host ConfigurationProtocol, DHCP Protocol Operationand Optimizations,DHCP
Message Format, Network Address Translation (NAT), NAT Operation and Private Addre
The Future IP(IPV6): IPV6 Features, IPV6 Datagram Format, IPV6 Base Header Format
Addressing.

Internet Routing and Routing Protocols StaticVS DynamicRouting, Thetwo typesof Internet
Routing Protocols, Routes and Data Traffic, The Border Gat@&ratpcol(BGP), The Routing
Information Protocol(RIP), RIP Packet Format, The Open Shortest Path First Protocol.

Text Books:

1. ComputeMNetworksandInternets, Douglag. Comer, Pearsoiducation 5th Edition, 2008
2. Computer NetworksAndrew S Tannenbaum aridavid J WetherallPearson5™ Edition,
2014.

ReferenceBooks:

1. CommunicationNetworks - Fundamental Conceptnd Key architecturesAlberto Leon
Garcia and IndraWidjaja"2Edition Tata McGrawHill, 2004.

2. DataCommunicatiorandNetworking,BehrouzA. ForouzanMcGraw-Hill, 5 Edition,2017

3. ComputeNetworkingandthe Internet,FredHalshall, PearsoBEducation, & Edition,2005

e- Books:

1. Introduction to Data Communications.
https://www.ebooksdirectory.com/details.php?ebook=3502

2. DataCommunicatiorandNetworks.
https://www.freetechbooks.com/datammunicatiorandnetworksf31.html

MOOC:s:

1. Networking.
https://www.coursera.org/learn/datammunicatiometworkservices

2. Fundamentals of Network Communication.
https://www.coursera.org/learn/fundameniagtworkcommunications



https://www.ebooksdirectory.com/details.php?ebook=3502
https://www.freetechbooks.com/data-communication-and-networks-f31.html
https://www.coursera.org/learn/data-communication-network-services
https://www.coursera.org/learn/fundamentals-network-communications
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COURSE OUTCOMES (COs)

At theend ofthecoursethe studentwill beableto:

COo1

Acquireknowledgeaboutthevariousprinciplesof communication.

CO2

Apply thedatalink layer and\Network Layer protocolgo solvereallife problems.

CO3

Analysethe protocolsusedin MAC andIP layer.

CO4

Using internetworkingonceptandprotocolsdesignnetworksfor packettransmission
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CourseTitle Software Engineering & Object-Oriented Modelling Design
CourseCode 22IS5PCSEO Credits 4 L-T-P 3-1-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction : SoftwareEngineering-What Is Software Engineering?Software Engineering
Concepts, Software Engineering Development Activities, Managing Software Developme
Software Process Models, Process Activities.

UNIT T 2

Modelling with UML : An Overview ofUML, Modelling Concepts, AeepeView into UML,
Use Case Diagrams, Interaction Diagrams, State Machine Diagrams, Activity Diagrams.

UNIT -3

Requirement Elicitation: An Overview of Requirements Elicitation, Requirements Elicita
Concepts Functional requirements; Nefanctional requirements; completeness, consistel
clarity and correctness; realism, verifiability and traceability; green filed engineerin
engineering and interface engineering.

UNIT -4

Testing: An Overview ofTesting, Testing Concepts: Faults, Erronestages, and failureJest
cases, test stub and drivers; corrections, Testing Activities: Component inspection; u
testing; unit testing; integration testing; system testing.

UNIT -5

Architectural Patterns: ModelView-Controller (MVC) pattern, Layered architecture,
Repository architecture, Cliérgerver architecture, Pipe and filter architecture.

Agile software development: Agile methods,Agile developmenttechniquesagile project
management, Scaling Agile methods. Project Management: Psojeaduling, Agile planning.




\.
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Text Books:

1. ObjectOriented Softwar&ngineeringsi ng UML, Patterns, a
Allen H. Dutoit, 3¢ Edition, 2010
2. SoftwareEngineeringlan Sommerville, PearsobOthEdition, 2016

ReferenceBooks:

1. SoftwareEngineeringAP r a c t i approaah,eRogéssPressmaand BruceR. MAXIM,
8" edition, 2019

2. Objecti oriented modelling and design with UML, Michael Blaha and Jaméd®umbaugh,
2" edition, 2018

e-Books:

1. Software Engineering, Ilvan Marsic.
https://www.ece.rutgers.edu/~marsic/books/SE/BBBK marsic.pdf

2. Object Oriented Systems Development, Ali Bahrami.
https://friendkvvk.files.wordpress.com/2015/08/friendkxodad. pdf

MOQOCs:

1. Learn Software Engineering
https://www.edx.org/learn/softwaengineering

2. Software Engineering
https://www.coursera.org/courses?query=software%20engineering

3. ObjectOrientedAnalysisandDesign
https://nptel.ac.in/courses/106105153/

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

co1 | Understandhebasicconceptof softwareengineeringrinciples,elements
of UML language, Software Processes

coz2 | Determinesoftwarerequirementsly ML mappingprinciplestestingmethods
for user scenario and management of projects.

CO3 | AnalyzerequirementlicitationprocessUML designmodels.

CO4 | DesignUML models, Agiletechniques, Pattermsdtestsuitesfor stakeholders.

CO5 Demonstrateliagrammingrequiremenphasestestscenariosisingsuitabletools.



https://www.ece.rutgers.edu/~marsic/books/SE/book-SE_marsic.pdf
https://friendkvvk.files.wordpress.com/2015/08/friendkvvk-ooad.pdf
https://www.edx.org/learn/software-engineering
https://www.coursera.org/courses?query=software%20engineering
https://nptel.ac.in/courses/106105153/
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CourseTitle Robotic ProcessAutomation Design andDevelopment
CourseCode 22I1S5PERPA Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

Introduction: Whatis RoboticProces®utomation?
Scope and Techniques of AutomationWhat should be automated? What can be automate
Techniques of automation.

Robotic Process AutomationMWhat carRPA do?Benefits ofRPA, Componentsf RPA, RPA
platforms, The future of Automation.

Record and Play: About UiPath, Downloadingand Installing UiPath StudioUiPath Stack,
Learning UiPatltudio, Task Recorder, emptying trash in Gmail, Emptying Recycle Bin.

UNIT T 2

Sequence, Flowchart and Control Flow:Sequencing the Workflow, Activities, Control floy
varioustypesof loops, andlecisionmaking, howto usea sequence, howo usea flowchart,step
by step example using sequence and control flow.

Data Manipulation: Variables and scope, Collections, Argumenispose and use, Data tal
usage with examples, Clipboard management, File operation withbtpp example
CSV/Excel to dta table and vice versa examples.

UNIT -3

Taking control of the controls: Findingandattachingvindows,Findingthe control, Techniques
for waiting foracontrol, Act on controlsmouseand keyboaractivities,working with UiExplorer,
Handling eventsRevisit recorder, Screestraping, whemo use OCR7Types ofOCR available
how to use OCR? Avoiding typical failure points.

Tamethat Application with Plugins: Mail plugin,PDFplugin,webintegration ExcelandWord
plugins, Credential management.

UNIT -4

Handling User Events and Assistant BotsWhat are assistant bots? Monitoring system eve
triggers,Monitoringimageandelementriggers,Launchinganassistanbotonakeyboardevent.
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Exception Handling, Debugging,and Logging Exception handling: Commonexceptionsand
ways to handle them, Logging and taking screenshots, Debugging techniques, Collectir
dumps, Error reporting.

UNIT -5

Managing and Maintaining the Code: ProjectOrganizationNestingworkflows, Reusabilityof

workflows, commenting techniques, State Machine, when to use Flowcharts? State Mac
sequences, Using config files and examples of a config file.

Deployingand Maintaining the Bot: Publishingusingpublishutility, Overviewof Orchestration
Server, Using Orchestration Server to control bots, Using Orchestration Server to deploy

Text Books:

1. LearningRoboticProcess\utomation,Alok Mani Tripathi, PacktPublishing,2018.
2. The Robotic Process Automation Handbook: A Guidenjplementing RPA Systems, Tor|
Taulli, APress publications, 2020.

ReferenceBooks:

1. RoboticProcess\utomation:Guideto Building SoftwareRobots AutomateRepetitiveTasks
& Become an RPA Consultant, Richard Murdoch, Amazon -Rsieific Holdings Privatg
Limited, 2018.

2. Introduction to Robotic Process Automation: A Primer, Frank Casale, Rebecca Dilla,
Jaynes, Lauren Livingston, Amazon A$tacific Holdings Private Limited, 2018.

e-Books:

1. Robotic Process Automation
https://www.uipath.com/rpa/robotgrocessautomation

2. LearningRoboticProces®\utomation
https://www.packtpub.com/product/learnimmpoticprocessautomation/9781788470940

MOOCs:

1. UiPathhttps://www.uipath.com/learning/vidgatorials
2. UiPathTutorialfor Beginnershttps://www.guru99.com/uipattutorial.htm|



https://www.uipath.com/rpa/robotic-process-automation
https://www.packtpub.com/product/learning-robotic-process-automation/9781788470940
https://www.uipath.com/learning/video-tutorials
https://www.guru99.com/uipath-tutorial.html
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COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

CO1 | Tounderstand thbasicconceptof RPA.

coO? Analyze the usageof appropriateRobotic ProcessAutomation techniquefor a given
application.

CO3 | Designandimplementtechnigue®f RoboticProcesg\utomationfor thegivenapplication.
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CourseTitle Software Testing
CourseCode 22IS5PESTG Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

BASIC CONCEPTSAND PRELIMINARIES - SoftwareQuality, Roleof Testing,Verification
and Validation, Failure, Error, Fault, and Defect, Notion of Software Reliability, Objectiv
Testing, What Is a Test Case?, Expected Outcome, Concept of Complete Testing, Cenina
Testing, TestingActivities, Test LevelsSourcesf Informationfor Test Caséselection, White
Box, BlackBox and GrayBox Testing, Test Planning and Design, Monitoring and Meast
Test Execution, Test Tools and Automation, Test Team Organization and Management.
Agile Tool i JIRA.

UNIT T 2

A Perspective on Testing- Basic Definitions, Test Cases, Insights from a Venn Diag
Identifying Test Cases, Specificati@®ased Testing, CodBased Testing, Specificatied®ased
versus CoddBased Debate, Fault Taxonomies, Levels of Testing.

Unit Testing: Concept of Unit Testing, Static Unit Testing, Defect Prevention, Dynamic
Testing,MutationTesting,DebuggingUnit Testingin eXtremeProgrammingJUnit: Framework
for Unit Testing.

Unit Testing Tool: Junit.

UNIT -3

Boundary Value Testing Normal Boundary Value Testing, Robust Boundary Value Testin
WorstCase Boundary Value Testing, Test Cases for the Triangle Problem, Random Test
Equivalence Class Testing- EquivalenceClasses,Traditional EquivalenceClass Testing,
ImprovedEquivalence Class Testing, Equivalence Class Test Cases for the Triangle Prok
SeleniumAutomation tool.

UNIT -4

Data Flow Testing- Generaldea,DataFlow Anomaly, Overviewof DynamicDataFlow Testing,
Data Flow Graph, DatBlow Terms, Dat&low Testing Criteria, Comparisarf DataFlow Test
Selection Criteria.
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SYSTEM INTEGRATION TESTING -Concept of Integration Testing, Different Types
Interfaces and Interface Errors, Granularity of System Integration Testing, Sys&gration
Techniques, Test Plan for System Integration.

FUNCTIONAL TESTING - EquivalenceClassPartitioning, Boundaryalue Analysis
Integration Testing toolT Katalon Functional testing toolT Jmeter.

UNIT -5

What Is User Acceptance Testing? Wheiit Berformed? Who Performs UAT? Need for U
Acceptance Testing, User Acceptance Testing Process, UAT Test Planning, User Acc
Testing Design, Test Execution.

SOFTWARE QUALITY - Fi ve Vi ews of Software Qual
Criteria,ISO 9126 Quality Characteristics, ISO 9000:2000 Software Quality Standard.

Text Books:

1. Software Testing and Quality AssuranceTheory and Practice, KshirasagarNaik and
Priyadarshi Tripathy, 2nd Edition, 2010.

2. SoftwareTesting ACr a f t #ppeacthGPaulC. JorgenserAuerbachPublicationsdth
Edition, 2014.

ReferenceBooks:

1. Foundation®f SoftwareTesting, AdityaP Mathur, Pearsor2013.
2. Software Testing and AnalysisProcess, Principles and Techniques, Mauro Pezze, Mic
Young, John Wiley &Sons, 2008

e-Books:

1. https://indexof.co.uk/Softwarelesting/STQA _book.pdf
2. https:/lwww.softwaretestinghelp.com/whatuseracceptancetestingat/(Referencéink)

MOOC:s:

1. https://nptel.ac.in/courses/106/105/106105150/
2. https://nptel.ac.in/courses/106/101/106101163/



https://index-of.co.uk/Software-Testing/STQA_book.pdf
https://www.softwaretestinghelp.com/what-is-user-acceptancetesting-uat/
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COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

COo1

Understandheimportanceof softwaretesting fundamentalspethodologiesndtools.

CO2

Apply theknowledgeof softwaretestingstrategiesndmethodologiesor various
types of testing.

CO3

Analyze the givemproblem using various types of testing such as Unit Testing,
Boundaryvaluetesting,Equivalencedesting,dataflow testing,objectorientedtesting,
Systemintegrationtesting, Functionatestinganduser acceptandesting.

CO4 Designeffectivetestcasedo achieverequiremenspecification.
CO5 Investigatevarioustestingstrategieso find bugs inthe software.
CO6

Demonstratéhe usageof moderntesting toolgo write automatiorscripts.
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CourseTitle Artificial Intelligence
CourseCode 22IS5PEAIS Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

Introduction: Whatis Al?

Intelligent Agents: How agentshouldact, Structureof Intelligent Agents,Environments.
Problem Solving: FormulatingProblemsExampleProblems.
Uniformed-SearchStrategies:BreadthFirst SearchlUniform CostSearchDepthFirst Search,
Depth Limited Search, Iterative Deepening Search.

UNIT T 2

Heuristic Search Strategies: GenerateandTest, Hill Climbing, BestFirst Search,Problem
Reduction, Constraint Satisfaction, Medfrsds Analysis.

UNIT -3

Knowledge RepresentationPropositional Logid Syntax and Semantics, Using Proposition
Logic, FirstOrder Logici Syntax andSemantics, Using Firg€drder Logic.

Representing Knowledge using Rules: ProceduraNersusDeclarative Knowledge, Forward
Versus Backward Reasoning.

UNIT -4

Uncertain Knowledge& Reasoning:Acting underUncertainty BasicProbabilityNotation,The
Axiomsof Probability,B a y Rude@ndits Use,wheredo Probabilitiescomefrom?Representing
Knowledge in an Uncertain Domain, The Semantics of Belief Networks.

UNIT -5

Introduction to Expert Systems: Definition, Features of an Expert Systef@rganization,
Characteristics, Prospector, Knowledge Representatimpert Systems, Expert Systdrools
I MYCIN, EMYCIN.




\.
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Text Books:

1. Artificial Intelligence- A ModernApproach, Stuart Russelhd PeteNorvig, Third Edition,
Pearson, 2014.

2. Atrtificial Intelligence, Elaine Rich, Kevin Knight and Shivashankar B Nair, Third Editio
McGraw-Hill Education, 2015.

ReferenceBooks:

1. Artificial Intelligence,SarojKaushik,First Edition, Cengagd.earningindia PvtLtd, 2011.
2. Introductionto Artificial IntelligenceandExpertSystems, DalV Patterson, PearsoR015.

e-Books:

1. Atrtificial IntelligenceandCognition
http://www.ebooksdirectory.com/details.php?ebook=9845

2. Atrtificial Intelligence:Foundation®f ComputationaAgents
http://www.ebooksdirectory.com/details.php?ebook=5643

MOOC:s:

1. ColumbiaX:Artificial Intelligence(Al) https://www.edx.org/course/artifickmtelligenceuc-
berkeleyxcs1881x

2. IntrotoArtificial Intelligencehttps://www.udacity.com/course/intto-artificial-intelligence
-Cs271

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Represenprocedurabnddeclarativeknowledgeby applyingagentbasedules.

CO2 | Apply thesuitablesearchstrategiemandsolveuninformedandinformed problems

CO3 | Providelogic-basedanalysisfor questiorandansweringechniques.

CO4 | Formulateprobabilitiesfor handlinguncertairknowledge,

CO5 | DesignanExpertsystem



http://www.e-booksdirectory.com/details.php?ebook=9845
http://www.e-booksdirectory.com/details.php?ebook=5643
https://www.edx.org/course/artificial-intelligence-uc-berkeleyx-cs188-1x
https://www.edx.org/course/artificial-intelligence-uc-berkeleyx-cs188-1x
https://www.udacity.com/course/intro-to-artificial-intelligence--cs271
https://www.udacity.com/course/intro-to-artificial-intelligence--cs271
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CourseTitle AdvancedData Structures and Algorithms
CourseCode 22IS5PEADS Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

BalancedSearchTrees: B-Trees,Skip lists.

Tree structures for Setof Intervals: IntervaltreesandSegmentrees.

UNIT T 2

Data Structures for String: Tries, Suffix trees.
Heaps: Leftist Heap Binomial heaps.

UNIT -3

Dynamic Programming: Matrix-chain multiplication, Longestommon subsequence, Optimé
Binary Search Trees.
Greedy Algorithms: An Activity selectionproblem,Huffmancodes.

UNIT -4

String-Matching Algorithms : Rabin- Karp algorithm,String matching with finite automata,
Knuth-Morris-Pratt algorithm.

UNIT -5

Graph Algorithms: Bellman- Ford Algorithm, FlownetworksandFord-Fulkersonmethod.
Number -Theoretic Algorithms: GCD, The Chineseemaindetheorem.

Text Books:

1. AdvancedDataStructuresPeterBrass First Edition,CambridgeauniversityPress2008.
2. Introductionto Algorithms, T. H Cormen,C. E. Leisersonand R. L. Rivest, 3 Edition,
Prentice Hall India, 2009.
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ReferenceBooks:

1. Data Structures andlgorithms Analysisin C++, Mark Allen Weiss, # Edition, Pearson,
2014.

2. DataStructuredJsingC andC++, Yedidyah, Augenstein, Tannenbaurff Rdition, Pearson
Education, 2003.

e-Books:

1. DataStructuresandAlgorithmsby JohnBullinaria.
https://www.cs.bham.ac.uk/~jxb/DSA/dsa.pdf

2. Algorithms by Jeff Erickson,
https://jeffe.cs.illinois.edu/teaching/algorithms/book/AlgorithiesfE. pdf.

MOOC:s:

1. https://www.coursera.org/specializations/dstiaicturesalgorithms
2. https://ocwmit.edu/coursestB851-advanceddatastructuresspring2012/

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

CO1 | Apply principlesof advancedataStructuresand Algorithm designtechniquedor
solvingcomplexproblems.

CO2 | Analyzeanddevelop operationsnadvancedortlinear datastructures.

CO3 | Analyzedifferentalgorithmsandits suitabilityto solvecomplexproblems.

CO4 | Design solutions to computing problems using appropriatedata structuresand
algorithmdesigntechniques.

CO5 | Demonstratandpresentalgorithmsdesignskill



https://www.cs.bham.ac.uk/~jxb/DSA/dsa.pdf
https://jeffe.cs.illinois.edu/teaching/algorithms/book/Algorithms-JeffE.pdf
https://www.coursera.org/specializations/data-structures-algorithms
https://ocw.mit.edu/courses/6-851-advanced-data-structures-spring-2012/
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CourseTitle Mobile Application Development
CourseCode 22IS5PCMAD Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48
Hours/ Week Hours

l. Cycle-1

1. Programsasedn Android ComponentsintentsandLayouts.

™

(0]

O«

Overviewof Android Architecture Android Activity Life Cycle,Android Manifest.
File.

Android Widgets : Ul development in Android, Working with Button, TextView,
EditText, AutoCompleteTextViewDatePicker TimePicker, Toast, CustomToast,
ToggleButton, Checkbox, Custom Checkbox, RadioButton,
DynamicRadioButton, CustomRadioButton, AlertDialog, ProgressBar.
LayoutManagerLinearLayouts,RelativeLayouts,Coordinator_ayouts

O«

RecyclerView,Spinner,Drawing custonshape®n Canvas.
Explicit andimplicit Intents.
Progamdasedon Android Animation.

O¢ O«

2. Programsasedn:

Android Menu: OptionsMenu, ContexMenu, PopupMenu.
Android Fragments.

0 Android Services.

O¢ O«

Il. Cycle-2

1. Program$asedn Android SharedPreferenceprimitives.

2. Program$ased orRoomlibrary to storeandfetchthe datdrom the database.
3. Networkingwith Android usingHTTP/Retrofit/Volley.

lll. Projectson App Development.

Text Books:

1. Android Programmingyith Kotlin for Beginners, Johhlorton,2019.
2. Android Programmindor Beginners,Johklorton, Third Edition,2021.

ReferenceBooks:

1. ProAndroid5, DaveMacLean SatyaKomatineniandGrantAllen, Apress,2015.



https://www.javatpoint.com/android-datepicker-example
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2. TheAndroidD e v e | &€gokboo&:Building Applicationswith the Android SDK, James
Steele, Nelson to, AddiseWesley Professional010

e-Books:

1. Android Application Development, tutorials point
https://www.tutorialspoint.com//android/android_tutorial. pdf

2. Android Studio 4.0 Development Essentialdava Edition, Neil Smyth
https://www.techotopia.com/pdf previews/AndroidStudio40EssentialsPreview.pdf

MOOCs:

1. Android App Developmentittps://www.coursera.org/learn/aadcapstone
2. Android Development
https://mwww.udemycom/course/learandroidapplicationdevelopmenty/

3. The CompleteAndroid N Developer Coursehttps://www.udemy.com/course/complete
androidn-developercourse/

COURSE OUTCOMES (COs)

At theend ofthe coursethestudent willbe ableto:

CO1

Comprehendhe basicsof Android developmenframeworkandits functionalities.

CO2

Apply theknowledgeof androiduserinterfacesmenusfragmentsandservicefor agiven
problem.

CO3

Analyze packages,project libraries and servicesto obtain a framework for solving
problemsin development omobileapplications.

CO4

Implementthe codepatternswvith androidconceptscommoncontrols, mappingackages,
GUI interactive interfaces, shared preferencesprimitives, database,integration and
networkingto arriveat validconclusions.

CO5

DesignMobile Appsto providesolutionsfor realworld problems irateam.



https://www.tutorialspoint.com/android/android_tutorial.pdf
https://www.techotopia.com/pdf_previews/AndroidStudio40EssentialsPreview.pdf
https://www.coursera.org/learn/aadcapstone
https://www.udemy.com/course/learn-android-application-development-y/
https://www.udemy.com/course/complete-android-n-developer-course/
https://www.udemy.com/course/complete-android-n-developer-course/
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B.M.S.COLLEGEOFENGINEERING,BENGALURU-19

CourseTitle Entrepreneurship, Managementand IPR
CourseCode 22IS5HSEMI Credits 2 L-T-P 2-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture o5
Hours/ Week Hours

UNIT -1

The entrepreneurial perspective:The nature of entrepreneurship, How Entrepreneurs Th
EntrepreneubackgroundandcharacteristicdReasongor interestin corporateentrepreneurship,
Generation of new entry opportunitgntry strategy for new entry exploitation, Risk reducti
for new entry exploitation.

UNIT T 2

Innovation: Innovation, Opportunity recognition, Product planning and development prg
Ecommerce and business stapt International v/s domestentrepreneurship, Entrepreneur
entry strategies, Legal issues in setting up the organization.

UNIT -3

The Business Plan:Writing the business plan, Implementing the business plan, Mark
research for the new venture, Preparing the marketing @laaracteristics od marketing plan
steps in preparing marketing plan, Legal forms of busine€3prBoration, Limited Liability|
Company, Building the management team and a successful organization culture, Opera
capital budgets, Venture capital.

UNIT -4

Management:Managementmportancegdefinition, functionsor theprocessManageriabkills &
effectiveness, Management and administration, Importahpknning, Types oplans, steps i
planning, Strategic planning process, Meaning & typesoistbns.

UNIT -5

IPR: Introduction, Meaning, Relevance, Business Impact, Protection of Intellectual Pr
Bio-diversity and IPR, Patents, Trademarks, Copyrights, Licensing. Competing Rationg
Protection of Intellectual Property Rightatroduction to the leading International Instrume
concerningntellectualPropertyRights: TheBerneConventionUniversalCopyrightConvention.
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Text Books:

1. EntrepreneurshipRobertD. Hisrich, Michael P. Peters,DeanA. Shepherd 10" Edition,
McGrawHill Education, 2016.

2. IntellectualPropertyRightsLaw and Practicéoy i T HnetituteSecretariesfl ndi a o

3. Principlesof Management?.C.TripathiandP N Reddy, 6' Edition, McGrawHill Education,
2017.

ReferenceBooks:

1. Managementand EntrepreneurshigKindle Edition), T Krishna Rao, Naidu,N V R, | K
International Publishing House, 2008.

2. Fundamentals for Becoming a Successful Entrepreneur: From Business Idea to Laun

Management by Malin Brannback Alan Carsrud ©2016 |Pearsdré&sk

An introductionto IntellectualPropertyRights,M. Venkataraman2015

4. Entrepreneurshimanagemertty Dr. P.V.V Satyananarayar018

w

e-Books:

1. Principles of Management https://open.umn.edu/opentextbooks/textbooks/principites
managemenr?019

2. Principles of Management https://openstax.org/details/books/principl
management?Book%?20details

MOOC:s:

https:/www.udemy.com/courses/business/entrepreneurship/
https:/www.coursera.org/courses?query=intellectual%20property
https://nptel.ac.in/courses/110/105/110105067/
https://swayangov.in/nd1_noc20_hs66/preview

bR

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

co1 | Obtain an understandingof entrepreneurialcharacteristics businessideas, IPR,
Management & administration.

co2 | Recognizeopportunitiesby applying ideasfor productdevelopmentMarketing &
Management.



https://open.umn.edu/opentextbooks/textbooks/principles-of-management-2019
https://open.umn.edu/opentextbooks/textbooks/principles-of-management-2019
http://www.udemy.com/courses/business/entrepreneurship/
http://www.udemy.com/courses/business/entrepreneurship/
http://www.coursera.org/courses?query=intellectual%20property
http://www.coursera.org/courses?query=intellectual%20property
https://swayam.gov.in/nd1_noc20_hs66/preview
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CO3

Reviewstrategiglanningfor entrepreneuriahanagemerdndlegalformsof business.

CO4

Developbusinesplans basedn productandservices ifine with thetargetmarket.

CO5

ExaminelPR, PatentsTrademarksCopyrightsandLicensing

CO6

Prepare documengnd communicate effectivebn entrepreneurialentureswith IPR
Policies and opportunities.
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CourseTitle Cryptography And Network Security
CourseCode 22IS6PCCNS Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Computer Security Concepts, The OSI Security Architecture, Security Att
SecurityServices, Security Mechanisms, A Model for Network Security.
ClassicalEncryption Techniques:SymmetricCipherModel, SubstitutionTechnique$ Caesar
Cipher, Monoalphabeti€iphers, Playair Cipher, HillCipher, Polyalphabeti€iphers, Onelime
Pad, Transposition Techniques.

UNIT -2

Block Ciphers: Traditional Block Cipher Structuré Stream Ciphers and Block Ciphe
Motivation for the FeisteCipher Structure, The Feist€ipher, Block Cipher Design Principle
The SimplifiedData EncryptiorStandard (SDES)T7 S-DES Encryption, SDES Decryption, S
DES Key Generation.

StreamCiphers: StreanCiphers RC41 Initializationof S, StreanGenerationStrengthof RCA4.

UNIT -3

Public-Key Cryptosystems: Principles of Publidkkey Cryptosystemsi PublicKey
Cryptosystems, Applications for Publey Cryptosystems, Requirements for Puldiey
Cryptosystems, PubliKey Cryptanalysis, The RSA Algorithim Description of the Algorithm
Computational Aspects, The Security of RSA, DHflellman Key Exchagei The Algorithm,
Key Exchange Protocols, Man-the-Middle Attack.

Cryptographic Hash Functions: Secure Hash Algorithm (SHA) SHA-512 Logic, SHA512
Round Function, Examples.

UNIT -4

Key Managementand Distribution: SymmetricKey DistributionusingSymmetricEncryption,
Symmetric Key Distribution using Asymmetric Encryption, Distribution of Public Keys.
Transport-Level Security: Transport Layer Security Architecture, Record Protocol, Chan
Cipher Spec Protocol, Alert Protocol, Handshake Proto€oyptographic Computation
Heartbeat Protocol, SSL/TLS Attacks, HTTP&onnection Initiation, Connection Closure.
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UNIT -5

Digital Signatures: Digital Signatures Properties, Attacks and Forgeries, Digital Signa
Requirementspirect Digital Signature, SCHNORR Digital Signature Scheme, NIST Di
Signature Algorithm.

IP Security: IP Security Overviewi Applications, Benefits, Routing Applications, IPs
Documents|PsecServices]P SecurityPolicyi SecurityAssociationsandits DatabaseSecurity
Policy Database, IP Traffic Processing, Encapsulating Security Paylo&BP Format,
Encryption and Authentication Algorithms.

Text Book:

1. Cryptographyand Network Security Principles and Practice by William Stallings, Perso
7™ Edition, 2017.

ReferenceBooks:

1. Network Security EssentialsApplications and StandardsWilliam Stallings, Pearson 4"
Edition,2012.

2. Network Security Private  Communication in a Public world, Charlie Kaufman,
Radia Perlman and Mike Specinet? Bdition, PHI, 2013.

3. NetworkSecurityandManagementBrijendraSingh, 3" Edition, PHI,2013.

e- Books:

1. Cryptography and Network SecurBrinciples and Practice, William Stallings.
https://dl.hivanetwork.com/Library/security/Cryptograptandnetworksecurityprinciples
andpractice.pdf

2. NetworkSecurity.
https://imcs.dvfu.ru/lib.int/docs/Networks/Security/Network%20Security%20Foundation

MOOC:s:

1. NetworkSecurity https:/www.mooclist.com/course/networkecuritywma
2. Cryptographyl, https://www.coursera.org/learn/crypto
3. AppliedCryptographyhttps://www.coursera.org/specializations/appleegoto



http://www.mooc-list.com/course/network-security-wma
http://www.mooc-list.com/course/network-security-wma
https://www.coursera.org/learn/crypto
https://www.coursera.org/specializations/applied-crypto
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COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

CO1 | Understandhe basic conceptsof classicalencryptiontechniquesplock ciphers,stream
cipherscryptographic functionkeymanagemerdndIP security.

CO2 | Apply the knowledgeof classicakncryptiontechniquedo solvecryptographigroblems,
publickey cryptosystemshashfunctionsandkey distributiontechniques.

CO3 | Analyzethe structureof variousblock ciphers streanciphers transportievel security,|P
securityand digitalsignatures.

CO4 | Make an effective communicatiorand presentationn a teamon different algorithmsor

toolsusedin cryptographyandnetworksecurity.
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CourseTitle Computer Networks - 2
CourseCode 22IS6PCCN2 Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

The Transport Layer: Services provided to the upper layers, Transport service primi
Elementof transporprotocols:AddressingConnectiorestablishmentConnectiorreleasekrror
control and flow control, Introduction to UDP, Remote procedure call, The Internet Tra
ProtocolsTCP- protocol,segmenheaderConnectiorestablishmentonnectionreleasesliding
window, Congestion control.

UNIT -2

Application layer Tl
Socket Programming ClientServer Model of Interaction, The ClieServer Model, A Trivial
Example: UDP Echo Server, Time and Date Service, SequantaConcurrent Servers, Ser
Complexity, Broadcasting Requests, Cli&drver Alternatives and Extensions.

The Socket APt Introduction, Versions of The Socket API, The UNIX I/O Paradigm
Network 1/0, Adding Network I/O to UNIX, The Socket Abstraction and Socket Operat
Obtainng and Setting Socket Options, How A Server Accepts TCP Connections, Serve
Handle Multiple Services, Obtaining and Setting the Host Name, Library Functions Rel;
Sockets, An Example Client, An Example Server.

UNIT -3

Application layer-II.
The Domain Name System (DNS$)Introduction, Nam& For Computers, Flat Namespal
Hierarchical NamesDelegation Of Authority For Name§ubset Authority, Internet Doma
Names, Togevel DomainsName Syntax And Type, Mapping Domain Names To Addres
Doman Name Reolution, Efficient TranslatiogrCaching: The Key To Efficiency, Domain Nar
SystemMessagd-ormat,CompressedNameFormat ,AbbreviationOf Domain Namednverse
Mappings, Pointer Queries, Object Types And Resource Record Contents, OlAaihiogty
For A Subdomain ServerOperationAnd Replication,DynamicDNS Update AndNotification,
DNS SecurityExtensiong DNSSEC) MulticastDNS And ServiceDiscovery.
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Electronic Mail (SMTP, POP, IMAP, MIME ), Electronic Mail, Mailbox Mmes and Aliases
Alias Expansion and Mail Forwarding, TCP/IP Standards for Electronic Mail Service, S
Mail TransferProtocol(SMTP),Mail RetrievalandMailbox ManipulationProtocols,The MIME
Extensions for NotASCII Data, MIME Multipart Messages.

UNIT -4

Voice And Video Over IP (RTP, RSVP, QoS)Introduction, Digitizing And Encoding, Audi
And Video Transmission And Reproduction, Jitter And Playback Delay -tiRe@l Transport
Protocol(RTP),Streams, Mixing, And Multicasting, RTEEncapsulation RTP ControlProtocol
(RTCP), RTCP Operation, IP Telephony A8@jnaling Quality Of Service Controversy, QoS
Utilization, And Capacity, Emergency Services And -Bmeption, IntServ And Resour(
Reservation, DiffServ And Pé#op Behavior Traffic SchedulingTraffic Policing AndShaping.

UNIT -5

Network Management (SNMP) Introduction, The Level of Management Protoco
Architectural Model, Protocol Framework, Examples of MIB Variables, The Structur
Management Information, Formal Definitions UsiA®N.1, Structure and Representation
MIB Object Names, MIB Changes and Additions for IPv6, Simple Network Manage
Protocol, SNMP Message Format, An Example Encoded SNMP Message.

Text Books:

1. Computer Networks, Andrew S Tannenbaumand David J Wetherall, Pearson,5th
Edition,2014

2. Internetworking with TCP/IP: Principle®rotocols,and Architecture Douglas ECommer
Prentice Hall Edition 6th Edition, 2014.

ReferenceBooks:

1. ComputerNetworks: An Open SourceApproach,Ying-Dar Liu, RenHung Hwang, Fred
Baker, McGrawHill, 2011.

2. Unix NetworkProgrammingWV. RichardStevensBill FennerandAndrewRudoff, Volumes
1 and 2, Third Edition, AddiseWesley Professional, 2003.

3. Pocket Guide to TCP/IP Socket Programming in C, Micbaglahoo, KerCalvat, Morgan
Kaufmann Series in Networking, 2000.

4. DataCommunicatiorandNetworking,BehrouzA. ForouzanMcGraw-Hill.
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e- Books:

1. https://resources.saylor.org/wwwresources/archived/site/wpcontent/uploads/2012/02/C

ter-NetworkingPrinciplesBonaventurel-30-31-OTC1.pdf

2. http://intronetworks.cs.luc.edu/current2/ComputerNetworks.pdf

MOOC:s:

1. ComputeNetworks,https://www.nptelvideos.in/2012/11/computegtworks.html
2. Introductionto TCP/IP https://www.coursera.org/learn/tcpip

COURSE OUTCOMES (COs)

At theend ofthe coursethestudent willbe ableto:

COo1

Understandhe working principle of Transportand Application layersalongwith related
protocolsand Conceptef Networkmanagemenprotocols.

CO2

Apply the knowledge of various Client-Server Models, protocol Software, network
communicationapproachesn building clientserver applicationsand TCP/IP socket
programs.

CO3

Analyse the functionalities ofarious ApplicatiorLayerProtocol like HTTP (Hypertext
TransferProtocol),DomainNameSystem (DNS),ElectronicMail (SMTP, POP,IMAP,
MIME Voice AndVideo OverlP andSimpleNetworkManagemenProtocol.

CO4

Designsolutionsfor real time applications by executingclient serverprogramsusing
advancedibrary for differentservicesof ApplicationLayerProtocols.

CO5

ConductExperimentonvariousprotocolsof ApplicationandTransportLayer.



https://resources.saylor.org/wwwresources/archived/site/wpcontent/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
https://resources.saylor.org/wwwresources/archived/site/wpcontent/uploads/2012/02/Computer-Networking-Principles-Bonaventure-1-30-31-OTC1.pdf
http://intronetworks.cs.luc.edu/current2/ComputerNetworks.pdf
https://www.nptelvideos.in/2012/11/computer-networks.html
https://www.coursera.org/learn/tcpip
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B.M.S.COLLEGEOFENGINEERING,BENGALURU-19

CourseTitle Machine Learning
CourseCode 22IS6PCMLG Credits 4 L-T-P 3-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture 40
Hours/ Week Hours

UNIT -1

The Machine Learning Landscape:What is Machine Learning? Why use Machine Learni
Types of Machine Learning systems, Main Challenges of Machine Learning, Testir
Validation.
End-to-End Machine Learning Project: Look at the Big PictureGet the Data, Discover ar
Visualize the Data to Gain Insights, Prepare the Data for Machine Learning Algorithmsg
Cleaning, Feature Scaling, Select and Train a Meld Training and Evaluating on the Traini
Set, FineTune Your Model.

UNIT -2

Classification: Training a Binary Classifier, Performance Measures, Multiclass Classific
Error Analysis.Training Models: LinearRegressionGradientDescentPolynomialRegression
Regularized Linear Models, Logistic Regression.

UNIT -3

DecisionTrees: TrainingandVisualizingaDecisionTree,Making PredictionsEstimatingClass
Probabilities, The CART Training Algorithm, Computational Complexity, Gmpurity or
Entropy? Regularization Hyper parameters.

UNIT -4

Ensemble Learning and Randontorests: Voting Classifiers,Bagging and Pasting, Randot
Forests, Boosting.

Dimensionality Reduction: The Curseof Dimensionality Main Approache$or Dimensionality
Reduction, PCA.

UNIT -5

Unsupervised Learning Techniques: Clustering, k-means, Limits of K-Means, Using
Clustering for Prgorocessing, DBSCAN.



https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch02.html#idm45728493057128
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Text Books:

1. HandsOnMachineLearning withScikit-Learn& TensorFlow, AurelianGeron,2"? Edition.
2. PythonMachineLearning, SebastiaRaschkaandVahid Mirjalili, 3 Edition.

ReferenceBooks:

1. Introductionto MachineLearning,EthemAlpaydin, TheMIT Press, % Edition 2014.

e- Books:

1. Hands on Machine Learning with scikit learn, keras and tenson flow.
https://www.oreilly.com/library/view/hanesn-machinelearning/9781492032632/

MOOC:s:

1. Introductionto MachineLearning,https://swayam.gov.in/ndl_nocl9 cs52/preview
2. SupervisedMachineLearning,https:/www.coursera.org/learn/machuiearning/
3. Introductionto MachineLearning,https://nptel.ac.in/courses/106106139/

COURSE OUTCOMES (COs)

At theend ofthe coursethestudent willbe ableto:

CO1 | Acquire knowledgeon basicconceptof MachinelLearningtechniquesuchassupervise
andunsupervisetkarning.

CO2 | Identify & Apply the conceptof MachineLearningalgorithmsto agivenproblem.

CO3 | DesignandDevelopapplicationsusingMachineLearningtechniquesisingmoderntools
CO4 | Communicateffectivelyin ateamandinvestigateonthetopicsrelatedio Machinelearning
algorithms.



https://www.oreilly.com/library/view/hands-on-machine-learning/9781492032632/
https://swayam.gov.in/nd1_noc19_cs52/preview
http://www.coursera.org/learn/machine-learning/
http://www.coursera.org/learn/machine-learning/
https://nptel.ac.in/courses/106106139/
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CourseTitle SocialNetwork Analysis
CourseCode 22IS6PESNA Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

Graphs and Matrices: Why GraphsZraphsDigraphs Bipartites, MultigraphsHypergraphs.

UNIT -2

Strong and WeakTies: Triadic Closure, The Strengtdf Weak Ties, Tie Strengthnd Network|
Structure in Largé&scale Data, Tie Strength, Social Media, and Passive Engagement, C
Structural Holes, and Social Capital.

Networks in Their Surrounding Contexts Homophily, Mechanisms Underlying Homophil
Selection and Social Influence, Affiliation.

UNIT -3

Positive and Negative Relationships StructuralBalance,Characterizingthe Structureof
Balanced Networks.

Structure of the Web: TheWorld Wide Web,InformationNetworks HypertextandAssociative
Memory, The Web as a Directed Graph.

UNIT -4

Link Analysis and Web Search Searching the Web: The Problem of Ranking, Link Ana
using Hubsand Authorities, PageRank.
Cascading Behavior in Networks: Diffusion in Networks, Modelling Diffusion through g
Network, Cascadesnd Clusters, Diffusion, Thresholds, and the Role of Weak Ties.

UNIT -5

The SmallWorld Phenomenon Six Degrees of Separation, Structure and Randomi
Decentralized&earchModellingthe Proces®f DecentralizedsearchCore PeripheryStructures
and Difficultiesin Decentralized Search.




\.
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Text Books:

1. Social Network Analysis: Methods and Applications, Stanley Wasserman, Katherine F
CambridgeUniversity Press, 2012 (Unit 1)

2. Networks,Crowds,andMarkets:Reasoningbouta Highly ConnectedVorld: DavidEasley,
Jon Kleinberg.

ReferenceBooks:

1. SocialNetworkAnalysisby JohnScott,3 edition, SAGE publications_td, 2012.

2. UnderstandingsociatNetworksTheoriesConceptsand  findings by Harles Kadushin,
Oxford university press, 2012.

3. SocialandEconomicNetworksi MatthewO Jackson.

e- Books:

1. Social Network Analysis theory and applications.
https://www.archiv.politaktiv.org/documents/10157/29141/SocNet_TheoryApp.pdf

2. Introduction to Social Network methods.
https://www.analytictech.com/networks.pdf

MOOCs:

1. Applied Social NetworkAnalysisin Python, https:/ivww.coursera.org/learn/pythesociat
networkanalysis#syllabus

2. Social and Economic Networks: Models and Analysis,
https://www.coursera.org/learn/soeedonomienetworks#syllabus

3. SocialNetworks,https://nptelac.in/content/syllabus_pdf/106106169.pdf

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

Co1

Comprehendedhe basic knowledgeof social network analysis,graphsgliques,
structuralequivalencepositionalanalysisanddatacollection.

CO2

Apply graphsandmatricesto representsocialnetworks.

CO3

Analyzetheusageof graphsmatricesandsubgroupsn socialnetworks.

CO4

Communicateeffectively in a team and investigateon the topics relatedto Social
Network Analysis.



https://www.archiv.politaktiv.org/documents/10157/29141/SocNet_TheoryApp.pdf
https://www.analytictech.com/networks.pdf
https://www.coursera.org/learn/python-social-network-analysis#syllabus
https://www.coursera.org/learn/python-social-network-analysis#syllabus
https://www.coursera.org/learn/social-economic-networks#syllabus
https://nptel.ac.in/content/syllabus_pdf/106106169.pdf
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CourseTitle ServiceOriented Architecture
CourseCode 22IS6PESOA Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

SOA: FundamentabOA, Commontangiblebenefitsof SOA, An SOAtimeline (from XML to
Web services to SOAJThe continuing evolution of SOA (standards organizations and
contributing vendors), The roots of SOA (comparing SOA to past architectures)

UNIT -2

BasicStandardsfor Web Services XML, SOAP, WSDL,UDDI.

UNIT -3

The Web servicedramework, ServiceJasWebservices), Servicdescriptiongwith WSDL),
Messaging (with SOAP).

UNIT -4

Programming Web Services: Representation&tateTransfer A RESTfulExample SOAPand
REST,Developing and Using Web Services, Web Services Interoperability.

UNIT -5

Messageexchangepatterns, Atomic transactionsBusinessctivities,Orchestration.

Text Books:

1. ServiceOriented Architecture: Concepts,Technology,and Design, ThomasErl, Pearson
education.

2. ServiceOrientedComputing:SemanticsProcesse#gents,MunindarP. SinghandMichael
N. Huhns,JohnWiley & Sons,Ltd., 2005

ReferenceBooks:

1. SOAUsingJ a v VEbServicesdby Mark D. Hansen
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2. SOADesignPatternby Thomasktrl PHI
3. Webservicecontract Desigi& Versioningfor SOA byThomasErl PHI
4. SOAwith .NET by RajbalasubhramaniaRrenticeHall

e- Books:

1. https://www.arcitura.com/wsgontent/uploads/2017/09/Erl SOABook2 CHRpBdf

MOOC:s:

1. ServiceOrientedArchitecture:https:/www.coursera.org/learn/serviegientedarchitecture

COURSE OUTCOMES (COs)

At theend ofthe coursethestudent willbe ableto:

CO1 | Acquire Knowledge of service oriented computing paradigm, its evolution and the

emergencef webservices.

CO2 | Identify service descriptionssuitable for implementingarrangeof messageexchange
patterns.

CO3 | Describeand explainquality of serviceaspectof web serviceprovision,and showhow
thesecanbe appliedto Existingservicedo addvalueto them.

CO4 | Developa RESTful Welserviceusingmoderntool onagivenproblem.



https://www.arcitura.com/wp-content/uploads/2017/09/Erl_SOABook2_Ch07-2.pdf
http://www.coursera.org/learn/service-oriented-architecture
http://www.coursera.org/learn/service-oriented-architecture
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CourseTitle Big Data Analytics
CourseCode 22IS6PEBDA Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

Introduction to Big Data: Typesof Digital Data Classificatiorof Digital DataStructuredData,
SemitStructured Data and Unstructured Data, Characteristics of Batdiition of Big Data
Definition of Big Data, Challenges witBig Data,what is Big Data®hy Big Data?Traditional
Business Intelligence Versus Big Data, Big Data framework.

Big Data Analyticsi What is Big Data Analytics? Classification of Analytics,pTGhallenges
Facing Big Data. Introduction to Hadodp Introducing Hadoop, Why Hadoop? Why n
RDBMS? RDBMS versus Hadoop, Distributed Computing Challenges, History of Ha
Hadoop Overview, Installation of Hadoop Use Case of Hadoop.

UNIT -2

Hadoop Distributed File System: ProcessingData with Hadoop,ManagingResourcesand
Applications with Hadoop YARN (Yet another Resource Negotiator),

Introduction to MAPREDUCE Programming: Introduction, Mapper, reducer,Combiner,
Partitioner, Searching, SortinGpmpression.

UNIT -3

Cassandrai Apache CassandraAn Introduction, Features of Cassandra, CQL Data ty
CQLSH, Keyspaces, CRUD (Create, Read, Update and Delete) Operations, Collections
Counter, Time to Live (TTL), Alter Commands, Impamd Export, Querying System Tablg
Practice Examples.
Hive T What is Hive? Hive Architecture, Hive Data Types, Hive File Format, Hive Q
Language (HQL), RCFile Implementation, SerDe, ts$gfined Function(UDF).

UNIT -4

Spark T Installing Spark, AnExample, Spark Applications, Jobs, Stages, and Tasks, A
Standalone Application, A Java Example, A Python Example, Resilient Distributed D4
Creation, Transformationsnd Actions, PersistenceSerialization,Sharedvariables,Broadcast
Variables Accumulators Anatomyof a Spark Jotrun,JobSubmissionDPAG Construction;Task
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Scheduling,Task Execution, Executorsand Cluster Managers,Sparkon YARN. Big Data
integration, analytics and visualization using Lumify, Data Wrapper.
Sqgoop:Introduction,Installation,ImportandExport.

UNIT -5

Data Ingestion Tools: ApacheZookeeper:
ApacheFlume - Introduction,Architecture Dataflow,FeatureandLimitations, Applications.

Text Books:

Big dataandAnalytics,SeemaAcharya,Subhashir@hellappanWiley publications2014.
Big DataAnalyticswith R andHadoop,VigneshPrajapati-PacktPublishing2013.
https://mapr.com/ebook/gettirgartedwith-apachesparkv2/assets/Spark2018eBook. pdf
LearningSqoop https://riptutorial.com/Download/sgoop.pdf
https://3.droppdf.com/files/qgktT/apachgoopcookbook. pdf

akrwnE

ReferenceBooks:

1. Hadoop:TheDefinitive Guide,TomWhite, FourthEdition, O'Reilly, 2015.

2. HrushikeshaMohanty, PrachetBhuyan, DeepakChenthatiEditors Big Data a Premier
Springer Volume 11.

3. UsingFlume:Flexible,ScalableandReliableDataStreaming byHari Shreedharan.

e- Books:

1. Arvind Sathi,i B iDgta Analytics: Disruptive Technologiesdor Changingthe Ga me 0
Edition, IBM Corporation, 2012

MOOCs:

1. Introduction to Big Data Analytics
https:/www.coursera.org/courses?query=introduction%20t0%20big%20data%20analyti

2. Big Data,https://www.edx.org/learn/bidata

3. DataAnalyticswith Python,https://swayam.gov.in/nd1_noc20 cs46/



https://mapr.com/ebook/getting-started-with-apache-sparkv2/assets/Spark2018eBook.pdf/
http://www.coursera.org/courses?query=introduction%20to%20big%20data%20analytics
http://www.coursera.org/courses?query=introduction%20to%20big%20data%20analytics
https://www.edx.org/learn/big-data
https://swayam.gov.in/nd1_noc20_cs46/
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COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

CO1 | Understandheconceptof HadoopHDFS,Map ReduceYARN, Hadoopl/O, Cassandra
Hive, Sqoop,Spark,ApacheZookeeper, ApachElumeandoperations foanalyticsof big
data.

CO2 | Apply the knowledgeof Hadoopdistributedfile system,Cassandraiive, Sqoop,Spark,
ApacheZookeeperApacheFlume forsolvingrealtime problems

CO3 | Identify the appropriate concepi$big datato solve a givemusecase.

CO4 | Designsolutions forapplicationsusingappropriatebig dataconcepts.

CO5 | Conductexperimentsusing modernbig datatools like CassandraHive, Sqoop,Spark,
ApacheZookeeper, Apachelumeto solvegivenproblems.

CO6 | Communicateeffectivelyin ateamandinvestigateonthetopicsrelatedto bigdata.
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CourseTitle AdvancedJava Programming
CourseCode 22I1S6PEAJP Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture o5
Hours/ Week Hours

UNIT -1

Autoboxing and Annotations(metadata): Type wrappers, Autoboxing, Autoboxing a
Methods, Autoboxing/Unboxing occurs in Expressions, Autoboxing/Unboxing, Boolean
character values, Autoboxing/Unboxing helps prevent errors.

Annotations: Annotation basics, specifying retention policy, Obtaining Annotations aime
by use of reflection, Arotated element Interface, Using Default values, Marker Annotat
Single Member annotations, Bullt annotations.
Lamda Expressions: Introducing Lamda Expressions, Block Lamda Expressions, Ge
functional Interfaces, Passing Lamda Expressions asmegts, Lamda Expressions a
Exceptions.amdaExpressionsindvariablecapture MethodReferencesPredefined-unctional
InterfacesTextbook 1:chapter 12, 15

UNIT -2

The Collections and Framework: Collections Overview, Recent Changes to Collectiding
Collectioninterfaces;The CollectionClassesaccessin@ collectionVia anlterator,StoringUser
DefinedClassesn Collections,TheRandomAccesdnterface Workingwith Maps,Comparators
TheCollectionAlgorithms,Why GenericCollections?ThelegacyClassesndinterfacesParting
Thoughts on Collections.

The Stream API: Stream BasicsStream Identifiers, how to obtain a stream, simple st
example.

Textbook 1: Chapterl7

UNIT -3

Background: The Life Cycle of a ServletJsing Tomcat forServlet Development; A simp
Servlet; The Serviet API; The Javax.servlet Package; Reading Servlet Parametg
Javax.servlet.http package; Handling HTTP Requests and Responses; Using Cookies
Tracking. Java Server Pages (JSP): JSP, JSP TagsafloRequest String, User Sessiq
Cookies, Session Objects.

Textbook 1: Chapter31, Textbook 2: Chapterl1l.
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UNIT -4

JDBC: The Concept of JDBC; JDBC Driver Types; JDBC Packages; A Brief Overview (
JDBC process; Database Connection; Associating the JDBC/ODBC Bridge with the Da
Statement Objects; Result Set; Transaction Processing; Metadata, Data types; EX(
Textbook 1:Chapter 19Textbook 2: Chapter 06.

UNIT -5

Networking: Networking Basics, The Networking Classes and Interfaces, InetAd
Inet4Address and Inet6Address, TCP/IP Client Sockets, URL, URLConne
HttpURLConnection, The URI Clas€ookies, TCP/IP Server Sockets, Datagrams.

Text Books:

1. JAVA theCompleteReferenceHerbertSchildt, 7th/9thEdition, TataMcGrawHill, 2007.
2. J2EETheCompleteReferencéim Keogh,McGrawHill, 2007.

ReferenceBooks:

1. JavaServerProgrammingJavaEEG6 (J2EE 1.6)Black Book, Dreamtech.
2. AdvancedlavaTechnologyBy M.T. Savaliya,Dreamtech.

e- Books:

1. http://indexof.co.uk/HackingColeccion/106%2020Java%20Programming%20%5B
PUNISHER%5D. pdf
2. http://www.cs.cmu.edu/afs/cs.cmu.edu/user/gchen/www/download/java/LearnJava.pdf

MOOQOCs:

1. Introduction to Java Programming, http://www.edx.org/course/introductign-java
programmingstartingo-codewith-java.

2. Object Oriented Programmingin Java, http://www.udacity.com/course/objectiented
programmingnjava-ud283.

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

| CO1 | Understanchdvancedechnologyin java.



http://index-of.co.uk/Hacking-Coleccion/106%2020Java%20Programming%20%5B-PUNISHER-%5D.pdf
http://index-of.co.uk/Hacking-Coleccion/106%2020Java%20Programming%20%5B-PUNISHER-%5D.pdf
http://www.cs.cmu.edu/afs/cs.cmu.edu/user/gchen/www/download/java/LearnJava.pdf
http://www.edx.org/course/introduction-to-java-programmingstarting-to-code-with-java
http://www.edx.org/course/introduction-to-java-programmingstarting-to-code-with-java
http://www.udacity.com/course/object-oriented-
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CO2 | Apply theknowledgeof autoboxing andunboxing,collectionframework,servlet,JDBC
andnetworking.

CO3 | Analysetherealtime problemandprovidesolutionusing appropriateonstructs.
CO4 | Developapplicationausingservlets JDBCand networkingoncepts.
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CourseTitle Cryptography And Network Security(OpenElective)
CourseCode 22IS60OECNS Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Computer Security Concepts, The OSI Security Architecture, Security Attac
Security Services, Security Mechanisms, A Model for Network Security.
ClassicalEncryption Techniques

Symmetric Cipher ModelSubstitution Techniquek Caesar Cipheryionoalphabetic Ciphers,
Playfair Cipher,Hill Cipher,Polyalphabetic€iphers,OneTime Pad,TranspositiorTechniques.

UNIT -2

Block Ciphers: Traditional Block Cipher Structure Stream Ciphers and Block Ciphe
Motivation for the FeisteCipher Structure, The Feist€ipher, Block Cipher DesigRrinciples,
The SimplifiedData Encryption Standard {3ES)i7 S-DES Encryption, DES Decryption, S
DES Key Geamration.

StreamCiphers: StreanCiphers RC41 Initializationof S, StreamGenerationStrengtiof RC4.

UNIT -3

Public-Key Cryptosystems: Principles of Publidkkey Cryptosystemsi PublicKey
Cryptosystems, Applications for Pubk®y CryptosystemsRequirements for Publikey
Cryptosystems, PubliKey Cryptanalysis, The RSA Algorithim Description of the Algorithm
Computational Aspects, The Security of RSA, DHfiellman Key Exchangé The Algorithm,
Key Exchange Protocols, Man-the-Middle Attack

Cryptographic Hash Functions: SecureHashAlgorithm (SHA) i SHA-512Logic.

UNIT -4

Key Management and Distribution: Symmetric key distribution using Symmetric encrypti
A key distribution scenario, Hierarchical key control, session key lifetimtearsparent ke)
control scheme, Decentralized key control, controlling key usage, Symmetric key distr
using asymmetric encryption, simple secret key distribution, secret key distribution
confidentiality and authentication, A hybrid scheme, riistion of public keys, publig
announcemenof public keys, publicly available directory, public key authority, public keys
certificates.




B.M.S.COLLEGEOFENGINEERING,BENGALURU-19

(Autonomoudnstitute,Affiliated to VTU)
DEPARTMENTOFINFORMATION SCIENCEAND ENGINEERING

UNIT -5

Digital Signatures: Digital Signatures Properties, Attacks and Forgeries, Digi&bnature
Requirements, Direct Digital Signature, SCHNORR Digital Signature Scheme, NIST [
Signature Algorithm.

Transport-Level Security: Transport Layer Securitly Architecture, Record Protocol, Chan
Cipher Spec Protocol, Alert Protocol, Handshaketocol, Cryptographic Computation
Heartbeat Protocol, SSL/TLS Attacks, HTTP&onnection Initiation, Connection Closure.

Text Books:

1. CryptographyandNetworkSecurityi PrinciplesandPractice bywilliam Stallings, Person,
7" Edition, 2017.

ReferenceBooks:

1. Network Security EssentialsApplications and StandardsWilliam Stallings, PearsonA™"
Edition, 2012.

2. Network Security Private Communication in a Public world, Charlie Kaufman,
Radia Perlman and Mike Specinet Rdition, PHI, 2013.

3. NetworkSecurityandManagementBrijendraSingh,3' Edition, PHI, 2013.

e- Books:

1. Cryptography and Network SecurBrinciples and Practice, William Stallings.
https://dl.hivanetwork.com/Library/security/Cryptograptandnetworksecurityprinciples
andpractice.pdf

2. NetworkSecurity.
https://imcs.dvfu.ru/lib.int/docs/Networks/Security/Network%20Security%20Foundation

MOQOCs:

1. NetworkSecurity https:/www.mooclist.com/course/networkecuritywma
2. Cryptographyl, https://www.coursera.org/learn/crypto
3. AppliedCryptographyhttps://www.coursera.org/specializations/appleegoto



http://www.mooc-list.com/course/network-security-wma
http://www.mooc-list.com/course/network-security-wma
https://www.coursera.org/learn/crypto
https://www.coursera.org/specializations/applied-crypto
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COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

CO1 | Understandhe basicconceptsof classicalencryptiontechniquesplock ciphers,stream
cipherscryptographic functionkeymanagemerdndIP security.

CO2 | Apply the knowledgeof classicakncryptiontechniquedo solvecryptographigroblems,
publickey cryptosystemshashfunctionsandkey distributiontechniques.

CO3 | Analyzethe structureof variousblock ciphers streanciphers transportievel security,|P
securityand digitalsignatures.

CO4 | Make an effective communicatiorand presentationn a teamon different algorithmsor

toolsusedin cryptographyandnetworksecurity.
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CourseTitle Artificial Intelligence
CourseCode 22I1S60EAIS Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Whatis Al?

Intelligent Agents: How agentshouldact, Structureof Intelligent Agents,Environments.
Problem Solving: FormulatingProblemsExampleProblems.
Uniformed-SearchStrategies:BreadthFirst Search, UnifornCostSearch, Deptirirst Search,
Depth Limited Search, Iterative Deepening Search.

UNIT -2

Heuristic Search Strategies: Generateand Test, Hill Climbing, BestFirst Search,Problem
Reduction, Constraint Satisfaction, Medfrsds Analysis.

UNIT -3

Knowledge RepresentationPropositional Logid Syntax and Semantics, Using Proposition
Logic, FirstOrder Logici Syntax and Semantics, Using F@tder Logic.

Representing Knowledge using Rules: ProceduraNVersusDeclarativeKnowledge, Forward
VersusBackward Reasoning.

UNIT -4

Uncertain Knowledge& Reasoning:Acting underUncertainty BasicProbabilityNotation, The
Axiomsof Probability,B a y Rudea@ndits Use,wheredo Probabilitiescomefrom?Representing
Knowledge in an Uncertain Domain, TBemantics of Belief Networks.

UNIT -5

Introduction to Expert Systems: Definition, Features of an Expert System, Organizat
Characteristics, Prospect#mowledgeRepresentatiom ExpertSystems, ExpeBystem Tools
I MYCIN, EMYCIN.
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Text Books:

1. Artificial Intelligence- A ModernApproach, Stuart Russelhd Peter Norvig, Third Edition
Pearson, 2014.

ReferenceBooks:

1. Artificial Intelligence, Elaine Rich, Kevin Knight and Shivashankar B Nair, Third Editio
McGraw-Hill Education, 2015.
2. Introductionto Artificial IntelligenceandExpertSystemsPanW PattersonPearson2015.

e- Books:

1. Artificial Intelligence and Cognition, by Antonio Lieto, Marco Cruciani (eds),
Publisher University of Torino 2013.
http://www.ebooksdirectory.com/details.php?ebook=9845

2. Atrtificial Intelligence: Foundations of Computational Agents by David Poole, Alan
MackworthPublisher: Cambridge University Pre2010.
http://www.ebooksdirectory.com/details.php?ebook=5643

MOOC:s:

1. Artificial Intelligencehttps://www.edx.org/course/artificihtelligenceuc-berkeleyx
€s1881x

2. Introto Artificial Intelligence https://www.udacity.com/course/intto-artificial-
intelligence-cs271

3. Artificial Intelligence https://www.classentral.com/subject/ai

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Understandhe conceptof agents,environmentssearchstrategiesyeasoningJogic and
probabilities.

CO2 | Solveproblemsusinguninformedandinformedsearchstrategies.

CO3 | Represenprocedurabnddeclarativeknowledgeby applyingagentbasedules.

CO4 | Providelogic-basedanalysis foquestiorandansweringechniques.

CO5 | Formulateprobabilitiesfor handlinguncertairknowledge.



http://www.e-booksdirectory.com/details.php?ebook=9845
http://www.e-booksdirectory.com/details.php?ebook=5643
https://www.edx.org/course/artificial-intelligence-uc-berkeleyx-cs188-1x
https://www.edx.org/course/artificial-intelligence-uc-berkeleyx-cs188-1x
https://www.udacity.com/course/intro-to-artificial-intelligence--cs271
https://www.udacity.com/course/intro-to-artificial-intelligence--cs271
https://www.class-central.com/subject/ai
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Course Title Data Structures and Algorithms
Course Code 22|S60EDSA Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction to Data Structures: Definition and its classification, Dynamic Memory Allocati
Linked List: Definition, Operations on Singly linked list, doubly linked list, Circular linked
Applications of Linked list.

UNIT T 2

Stacks: Definition, Stack Operations, Infix to Postfix, Evaluation of postfix
Recursion: Factorial, Fibonacci
Queues:Definition, Queue operations, Circular queue

UNIT -3

Binary Search Trees:Definition, Traversals, Insertion, Deletion, Applications
Fundamentals of Algorithm Analysis: Framework for Analysis of algorithm efficienc
Asymptotic Notations, Mathematical Analysis of Non recursive algorithms and Rec
algorithms.

UNIT -4

Brute Force: Bubble Sort and Selection Sort
Divide and Conquer: Merge sort, Quicksort
Decreaseand conquer: Depth First Search (DFS), Breadth First Search (BFS)

UNIT -5

Transform and Conquer: Heaps and Heap sort
Dynamic Programming: Floyd's Algorithm, Knapsack Problem
Space and Time Tradeoffs: Hashing

Text Books:

1. Data Structures using @nd C++ by Yedidyah, Augenstein, Tannenbaum, 2nd Edi
Pearson Education, 2015

2. Introduction to the design and analysis of algorithms by Anany Levitin, third Edition, P¢
Education, 2017

Reference Books:

1. Introduction to Algorithms, Cormen T.H, Leiserson C. E, Rivest rd R.L, Stein C, 3 Ec
PHI 2010.
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2. 2. Data Structures and Algorithm Analysis in C++, by Mark Allen rd Weiss, 3 Edition, P¢g
Education, 2007.

e-Books:

1. https://faculty.washington.edstfaub/dsa/Master_2_ 7a.pdf
2. https:/lwww2.cs.duke.edu/courses/fall08/cps230/Book.pdf

MOOCs:

1. https://www.coursera.org/specializations/dstiaicturesalgorithms
2. https://lwww.coursera.org/learn/algorithwpartl

COURSE OUTCOMES (COs)

At the end of the course, the student will be able to:

CO1 | Apply principles of Data Structures and Algorithm design techniques for solving prok
CO2 | Analyse and develop operations on linear and-lm@ar data structures and tin
complexity of differentalgorithms.

CO3 | Develop solutions to computing problems using appropriate data structures and al
design techniques.
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Course Title Web Technologies
Course Code 221S6OEWTG Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100 Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

HTML5: Document structure, Understanding DOM, HTML Heading Tags, working with or¢
and unordered lists, Image tag, Table and table properties, Form and validations supp
HTMLS5, anchor tag, block level elements and inline elements, Working with Audid/mleo
tags.

UNIT T 2

Cascading Style Sheetf?urpose of CSS, Inline, External and CDN CSS styles represen
and formats, Selector forms, Property value forms, Font properties, List properties, Alignn
text, color, The Box model, Flex box, Background images, transitions and animations
Studies: Twitter Bootstrap, Animate.CSS, Google Fonts, Glyph Icons.

UNIT -3

Java Script - I: Program structure in JavaScript: Variables, Conditions, functions, scop
array, objects, classes, pattern matching, Event handling.

UNIT -4
Java Script1 II: Call back functions, arrow functions, JSON, Accessing web services
JSON data, POSTMAN ARIHTTP headers and responses codes.

UNIT -5

Node JS & Mongo DB:Introduction to Node js, Events, Listeners, Timers,-Gattks, Handling
Data /0, FileAccess, HTTP Access, Socket Service. MongoDB: SQL Vs NoSQL, Accessir
with Node js, Manipulating, DB data Types, Data Life cycles.

Text Books:

1. Achyut Godbole, Atul Khathe: Web Technologies 3/e, McGraw Hill Education, 2013.

2. Robert W. Sebesta, Programming the World Wide web, 7 Edition, Pearson Education

3. Brad Dayley, Brendan Dayley, Caleb Dayle, Node.js, MongoDB and Angular
Development: The definitive guide to using the MEAN stack to build web applica
Pearsoreducation; Second Edition edition, 2018.

Reference Books:

1. Paul J. Deitel, ldrvey M. Deitel, Abbey Deitel]nternet & Wotd Wide Web How to
Program,5/ePrentice Hall2013
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e-Books:

1. Build your own website the right way using HTML and CSS, 3rd Edition.
2. https://books.goalkicker.com/NodeJSBook/

MOOCs:

1. https://lwww.moodist.com/course/weldevelopmentudacity?static=true
2. https:/lwww.moosist.com/course/javascrifasicsudacity? static=true
3. https://www.moodist.com/course/intrditml-andcssudacity? static=true

COURSE OUTCOMES (COs)

At the end of the course, the student will be able to:

CO1 | Acquirethe basic knowledge of scripting, mauk language to build web pages.
CO2 | Use XHTML, DHTML, NodeJS and MongoDB concepts to provide interactive wekl
for client/server systems.

CO3 | Validate user inputs based on constraints and requirements.

CO4 | Idenify appropriate web elements to prepare dynamic web pages
CO5 | Design user's specific matlp language and interact with the database
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CourseTitle Advanced PythonProgramming

CourseCode 22IS6PWAPP Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48

Hours/ Week Hours

About the Course: The studentshoulddevelopprojectsusingadvanceatonceptof Python.The
course will be executed in two cycles and project work. During Cycle 1, the basic conc
Python objects, Data Structures, Object Oriented Programming concepts, Files & D
concepts are covered. In Cycle 2, concepts of Numpy, Pandas andibaalization tools arg
covered.

In the Project workphase student willdesign,developanddemonstratendto endsolutionsfor a
real time problem.

Text Books:

Learningto Progranmusing Pythorby CodyJacksonSecond Edition2014.

Pandagor EveryonePythonDataAnalysisby Daniel Y. Chen,First Edition, Pearson2018.
PythonDataScienceHandbookby JakeVanderPlas, O'Reilly2017.
Text/DataAnalysiswith Pythonby Chandrakal& Raju,BharatPremnathSIPH,2023.

PoODNPE

ReferenceBooks:

1. Programmind?ython,Mark Lutz, O'Reilly Media, Edition 2010.
2. MySQL for Python,Albert Lukaszewski2010.
3. HandsOnDataAnalysiswith Pandady StefanieMolin, Packt,2019.

e-Books:

1. http://www.onlineprogrammingbooks.com/learnipigramusingpython/
2. https://www.pdfdrive.com/pythefor-dataanalysisdatawranglingwith-pandashumpyand
ipython-e158189564.html

MOOCs

1. https:/www.coursera.org/learn/python
2. https:/www.coursera.org/learn/datmalysiswith-python#about



http://www.onlineprogrammingbooks.com/learning-program-using-python/
https://www.pdfdrive.com/python-for-data-analysis-data-wrangling-with-pandas-numpy-and-ipython-e158189564.html
https://www.pdfdrive.com/python-for-data-analysis-data-wrangling-with-pandas-numpy-and-ipython-e158189564.html
http://www.coursera.org/learn/python
http://www.coursera.org/learn/python
http://www.coursera.org/learn/data-analysis-with-python#about
http://www.coursera.org/learn/data-analysis-with-python#about
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COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

COo1

Apply the fundamentalPythonconceptsFiles, databasesnd dataanalysistools like
NumPy,Pandasiataanalysisoolsonachoserdataset.

CO2

AnalysedatausingNumPyandPandas.

CO3

Designsolutions inteams forealtime societalissuesvith anaim to import, cleangnrich,
transformandoutput the analysisf dataset.

CO4

ConductexperimentaisingmodernPythontools.
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CourseTitle Software Project ManagementAnd Finance
CourseCode 22IS6HSSPM Credits 2 L-T-P 2-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture o5
Hours/ Week Hours

UNIT -1

Introduction What is a Project? The Relationships Among Portfolios, Programs? raetts,
what is Project, Management? Relationships Among Portfolio Management, Pr
Management, Project, Management, and Organizational Project, Management, F
Management, Portfolio Management, Projects and Strategic Planning, Project Mana
Office. ORGANIZATIONAL INFLUENCES AND PROJECT LIFE CYCLE

Organizational Influences on Project Management, Organizational Cultures and
Organizational Communications., Organizational Structures, Project Stakeholder
Governance, Project Staketlets, Project Governance, Project SucceBROJECT
MANAGEMENT PROCESSES Common Project Management Process Interactions, P
Management Process Groups, Initiating Process Group, Planning Process Group, E
Process Group, Monitoring and ControlliRgocess Group, Closing Process Group.

UNIT -2

PROJECT INTEGRATION MANAGEMENT -Develop Project Charter,Develop Project
Charter:Inputs, Develop Project Charter: Tools and TechniquesDevelop Project Charter:
Outputs DevelopProjectManagemenPlan,DevelopProjectManagemenPlan:Inputs,Develop
Project Management Plan: Tools and Techniques, Develop Project Management Plan: O
Direct and Manage Project Welkrect and Manage Project Work: Inputs, Direct and Mana
Project Work: Tools and Techques, Direct and Manage Project Work: OutplRROJECT
SCOPE MANAGEMENT - Plan ScopeManagementPlan ScopeManagementinputs, Plan
Scope Management:Tools and Techniques,Plan Scope Management:Outputs, Collect
RequirementsCollect Requirementsinputs, Collect RequirementsTools and Techniques,
Collect RequirementsOutputs.Create WBS-CreateWBS: Inputs, CreateWBS: Tools and
Techniques, Create WBS: Outputs.

UNIT -3

PROJECT TIME MANAGEMENT - PlanScheduléMlanagement?lanScheduléManagement:
Inputs,PlanScheduleManagementToolsandTechniquesPlanScheduleManagementOutputs,
Define Activities, Define Activities: Inputs, Define Activities: Tools and TechniquespDefine
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Activities: Outputs.PROJECT COST MANAGEMENT - Plan Cost Management, Plan Cd
Management: Inputs, Plan Cost Management: Tools and Techniques, Plan Cost Mang
Outputs.Estimate Costs,Estimate CostsEstimateCosts:ToolsandTechniqueskstimateCosts:
Outputs DetermineBudget,DetermineBudget:Inputs, DetermineBudget:ToolsandTechniques
Determine Budget: Outputs, Control Costs, Control Costs: Inputs, Control Costs: Toc
Techniques, Control Costs: Outputs.

UNIT -4

PROJECT QUALITY MANAGEMENT - Plan Quality Management, Plan Qual
Management: Inputs, Plan Quality Management: Tools and Techniques, Plan
Management: Outputs. Perfoi@Quality Assurance, PerforQuality Assurance: Inputs, Perfor
Quality Assurance Tools and Techniques.

PROJECT HUMAN RESOURCE MANAGEMENT - Plan HumanResource Managemer,
Plan Human Resource Management: Inputs, Plan Human Resource Management: T
Techniques, Plan Human Resource Management: OURRGBJECT COMMUNICATIONS
MANAGEMENT - Plan Communications Management, Plan Communications Manage
Input, Plan Communications Management, Tools and Techniques, Plan Commun
Management: Outputs.

UNIT -5

PROJECT RISK MANAGEMENT - Plan Risk Management, Plan Risk Management: Iny
Plan Risk Management: Tools and Techniques, Plan Risk Management: OBROECT
PROCUREMENT MANAGEMENT: Plan Procurement Management, Plan Procurer
Managementnput, Plan Procurement ManagementolBoand Techniques, Plan Procurem
Management©Output. PROJECT STAKEHOLDER MANAGEMENT - Identify Stakeholders
Identify Stakeholderdnputs,ldentify StakeholdersToolsandTechniquesdentify Stakeholders
Outputs PlanStakeholdeManagementPlanStakeholdeManagementtnputs,PlanStakeholde
Management: Tools and Techniques, Plan Stakeholder Management: Outputs.

Text Books:

1. A Guide to theProjectManagemenBody of Knowledge (PMBOKGuide)5™" Edition.

ReferenceBooks:

1. ProjectManagemenby VasantDesai,HimalayaPublishingHouse.
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e- Books:

1. http://www.opentextbooks.org.hk/system/files/export/15/15694/pdf/Project Managemer
5694.pdf

MOOC:s:

1. Project Management, https://blog.capterra.com/tiebestonline-projectmanagement
courses/#5

2. Project Management, https://blog.capterra.com/tfiebestonline-projectmanagement
courses/#3

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbe ableto:

CO1 | Gain an overview on project managementframework, knowledge areas, financial
management antianagingstartups.

CO2 | Examinethe knowledgeareaof softwareprojectmanagement.

CO3 | Prepareacostestimateandbudgetfor casestudiesof softwareprojects.

CO4 | EnvisageHR principles, ProcurementManagementonsideringenvironmentafactors,
managingcommunicationgmongvariousstakeholders.



http://www.opentextbooks.org.hk/system/files/export/15/15694/pdf/Project_Management_15694.pdf
http://www.opentextbooks.org.hk/system/files/export/15/15694/pdf/Project_Management_15694.pdf
https://blog.capterra.com/the-5-best-online-project-management%20courses/#5
https://blog.capterra.com/the-5-best-online-project-management%20courses/#5
https://blog.capterra.com/the-5-best-online-project-management-courses/#3
https://blog.capterra.com/the-5-best-online-project-management-courses/#3
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CourseTitle Biology for IS Engineers
CourseCode 22I1S7BSBIO Credits 1 L-T-P 0-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture -
Hours/ Week Hours

UNIT -1

Introduction to Biopython and Unit Sequencing Biopython: Chapters 1 to 5
Setting Up the Environment and Introduction to Biopython, Install Biopython, Explore
Biopython documentation and tutorial, Write a simple Python script to print "Hello, Biopyth
Sequence Objects, Cteasequence objects using Seq, Perform basic sequence manipu
(slicing, concatenation), Transcription and translation of sequences, Reading Sequenc
Read sequence data from FASTA and GenBank files, Extract sequences and annotations
Sajuence Files, Write sequence data to FASTA and GenBank files, Convert between d
file formats

UNIT -2

Seqguence annotations, alignments and Database Access, Biopython: Chapters 4 to 9

Sequence Annotation Objects, Explore SegRecord objects, Add and manipulate ann
(features, IDs, descriptions), Accessing Online Databases, Use Entrez to fetch data from
Retrieve nucleotide and protein sequences, Parse XML data from Entmezis®&equence
Alignment, Perform pairwise sequence alignment using Bio.pairwise2, Score and vig
alignments, Multiple Sequence Alignment, Use Clustalw or MUSCLE for multiple sequ
alignments, Analyze and visualize the alignment results

UNIT -3

Phylogenetics and Population Genetics, Biopython: Chapters 7 to 8

Constructing Phylogenetic Trees, Use alignment data to construct phylogenetic trees, V
phylogenetic trees using Phylo, Population Genetics Analysis, Simulate population geneti
using Bio.PopGen, Analyze genetic variation and structure in populations

UNIT -4

Protein Structures and Pipeline, Biopython: Chapters 10 and 11

Working with Protein Structures, Fetch protein structure data from PDB, Visualize p
structures usindio.PDB, Perform basic structure manipulations, Building a Bioinforma
Pipeline, Combine multiple Biopython modules to build a complete bioinformatics pipe
Perform a reaWorld biological data analysis




B.M.S.COLLEGEOFENGINEERING,BENGALURU-19

(Autonomoudnstitute,Affiliated to VTU)

DEPARTMENTOFINFORMATION SCIENCEAND ENGINEERING
UNIT -5

Final Project, BiopythonChapters 1 to 11

Project 1: Comparative Genomics and Phylogenetic Analysis, Analyze evolutionary relatio
between related species, Perform multiple sequence alignment and construct a phylogen
Project 2: Protein Structure Analysis and Funwidrediction, Analyze the structure of a prote
and predict its functional sites, Compare with related proteins to understand its biological

Text Book:
1. Introduction to Bioinformatics by Arthur M Lesk, University of Cambridge, Oxford

UniversityPress Inc., 2002.

Reference Books:
1. BrainrComputer Interfacing, An Introduction, Rajesh P BoRCambridge University Pre

2013.

2. DNA Computing: New Computing Paradigms Rozery, Grzegorz, Paun, GheorgBaJomg
Arto, Springer Nature, 2013.

3. An Introduction to Genetic Algorithms, Melanie Mitchell, MIT Press, 1998.

4. Computational Biology: Genomes, Networks, Evolution, Manolis Kellis, MIT Press
Computational Genomics with R, Altuna Akalin, Chapman and Hall/CRC, 2020.

e- Books:

3. Biopython Tutorial and Cookbook, Janud®, 2024 (Biopython 1.83),
https://biopython.org/DIST/docs/tutorial/Tutorial.html

4. Documentationhttps://biopython.org/wiki/Documentation

MOQOCs:

1. Bioinformatics Specialization,
https://www.coursera.org/specializations/bioinformatics#courses

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Implement thébiological concepts using Bio python tool.

CO2 | Analyze the evolutionary relationships between related species , structure of a protein and
its functional sites.



https://biopython.org/DIST/docs/tutorial/Tutorial.html
https://biopython.org/wiki/Documentation
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CourseTitle Internet Of Things
CourseCode 22ISTPEIOT Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48
Hours/ Week Hours

UNIT -1

Introduction to Internet of Things: Introduction:Definition andCharacteristicsf 10T, Physical
Design of loT:Thingsin 10T, 10T Protocols, LogicaDesign of 1oT: loT FunctionaBlocks, 10T
CommunicatiorModels,loT CommunicatiorAPIs, loT EnablingTechnologiesWirelessSenso
Networks, Cloud Computing, Big Data Analytics, Communication protocols, Communig
Protocols, Embedded Systems, 10T Levels and Deployment Templates.

IoT Applications: Introduction, Home Automation, Smart Metering/Advanced téviag
InfrastructureHealth/Body Area Networks, City Automation, Smart Cards, Track
Surveillance system, Environment, Energy, Retail, Logistics, Agriculture, Industry and
care and Lifestyle.

UNIT -2

Prototyping 10T Objects Using Microprocessor/Microcontroller: Working principles of
sensors and actuatairsSetting up the board Programming for IOTi Reading from Sensor
Communication: Connecting microcontroller with mobile devicesommunication though
Bluetooth, WiFi, Ethernet, ZigBee, RFID, NFC.Case Study and loT Application Developr
IoT applications in homenfrastructures Securitylndustries 10T electronic equipment. Use
Big Data and Visualization in IeThdustry 4.0 conceptsSensos and sensor Noddnterfacing
using Raspberry Pi/ArduindVeb Enabled Constrained Devices.

UNIT -3

Writing Code: buildingaprogramanddeployingto adevice writing to Actuators Blinking Led,
readingfrom Sensorsl.ight Switch,VoltageReaderDeviceasHTTP Client, HTTP,PushVersus
Pull Pachube, Netduino.

UNIT -4

Sending HTTP Request® The Simple Way, SendingHTTP Request8 The Efficient Way
HTTP: DeviceasHTTP ServerRelayingMessage$o andfrom theNetduino,RequesHandlers,
WebHtml, HandlingSensor RequestslandlingActuatorRequests.
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Going Parallel: Multithreading,Parallel Blinker, prototypingnline components, using an AR
from prototypes to reality, business models, ethics, privacy, disrupting controld€§yoming.

UNIT -5

EdgeComputing: Introduction,Key benefitsof edgefor IOT, UniqueRequirementsf Edgefor
the IoT, Edge Use Cases for loT Edge, Security.

Text Books:

1. Designingthe Internetof Things, Adrian McEwen and Hakim Cassimally,JohnWiley &
Sons, 2013.

2. Getting Started with the Internet of Things Connecting Sensors and Microcontrollers t
Cloud, Cuno Pfister, Maker Media, 2011.

3. Internetof Things(A HandsOn-Approach)ArshdeepBahga,Vijay Madisetti,VPT, 2014.

ReferenceBooks:

1. Internetof Thingsfrom VersaTlechnology

e- Books:

1. An Introductionto IOT
https://www.iotforall.com/freentro-ebookontheinternetof-things/

MOQOCs:

1. 10T and Al cloudspecializationhttps://www.coursera.org/specializations/interaithings
2. Introductionto IOT, https://nptel.ac.in/courses/106/105/106105166/

COURSE OUTCOMES (COs)

At theend ofthecoursethe studentwill be ableto:

CO1 | Understandcharacteristicssuch as design,communicationmodel, prototypingand
enablingtechnologiesequiredto developapplication oflOT.

CO2 | Applyin-depthknowledgeof Internetof Thingsin Identifyingtheappropriatesensorand
actuatorswith microcontrollersand porting the datato cloud, web site for given
applications.

CO3 | Identifythe appropriatsensor&ndactuatorsto solveagivenusecase.



https://www.versatek.com/internet-of-things-iot-ebook-download-versa-landing/
https://www.iotforall.com/free-intro-ebook-on-the-internet-of-things/
https://www.coursera.org/specializations/internet-of-things
https://nptel.ac.in/courses/106/105/106105166/
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CO4 | Conduckexperimentsisingmoderntoolslike Arduinoboardsandsensors,actuatorand
relateds o f t wtasoleegiwenproblems.

CO5 | Design andlevelop I0Tapplications fosolvingrealworld problems.

CO6 | Communicatesffectivelyin ateamandinvestigate orthetopicsrelatedto IOT.
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CourseTitle DevOps

CourseCode 22IS7TPEDVS Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48

Hours/ Week Hours

About the Course: The studentswill learnthe fundamentalof DevOpsframework.The
course would include two lab cycles and a project work.

During Cycle 1, students would bableto build CI/CD pipelineusingGit andJenkins.

In cycle 2, studentswill be exposedto containerizatiorwith Docker and KubernetesThey
will also be able to use Grafana to setup a monitoring solution for an application.

In the projectphase studentteamswill work to build an applicationand deploythe sameto

anenvironmenusingDevOpstools.

ReferenceBooks/ e-Books:

1. AccelerateThe Scienceof LeanSoftwareandDevOps Nicole Forsgren,JJezHumble,and
Gene Kim, IT Revolution, 2018

2. The DevOps Handbook, Gene Kim, Jez Humble, Patrick Debois, and John Willis, IT Revolution

2016

3. The DevOps2.0 toolkit: Automatingthe ContinuousDeploymentPipeline with Containerized

Microservices, Viktor Farcic, 2016

4. CloudNative DevOpswith KubernetesJohnArundelandJustinDomingus O 6 R e 2OLY vy ,

MOOCS

1.https:/ivww.edx.org/professionalertificate/linuxfoundationstntroductionto-devops
practicesandtools

2. https://www.coursera.org/learn/versioantrolwith-qit

3. https://www.coursera.org/learn/continuangegration

4. https://www.coursera.org/learn/kubernetEployment

COURSE OUTCOMES (COs)

At theend ofthecourse thestudentwill be ableto:

CO1 | Understandheconceptof DevOps, DockerContainerizationiMicro serviceArchitecture,
CI/CD pipeline,Version controwith Git,workflowsof Git, Jenkins.

CO2 | To getacquaintedvith containerizatiorwith Dockerand Kubernetesand applythe same
for variousapplications.



https://itrevolution.com/book/accelerate/
http://www.edx.org/professional-certificate/linuxfoundationx-introduction-to-devops-
https://www.edx.org/professional-certificate/linuxfoundationx-introduction-to-devops-practices-and-tools
https://www.coursera.org/learn/version-control-with-git
https://www.coursera.org/learn/continuous-integration
https://www.coursera.org/learn/kubernetes-deployment
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CO3

Tobuild applicationsusingGit andJenkingools.Useof Grafanaool to setupamonitoring
solutionfor anapplication.

CO4

To deployanapplicationto anenvironmenusingDevOpstools.
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CourseTitle Mobile Computing And 5G Technologies
CourseCode 22ISTPEM5G Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48
Hours/ Week Hours

UNIT -1

Basics of Mobile Computing Introduction to Mobile Computing, Seeding of 1G, Digitizat
with 2G, Mobile Internet with 3G, Faster Mobile Networks with 4G, Cellular Netw@eklular
Call Handoffs.

5G Basics and Featurestyse cases of 5G, 5G Metrics, Typical Mobile Architecture, 5G |

Radio Waves, Beamforming, Multiple Access, Antenna, MIMO, and types of RAN.

UNIT -2

5G DeploymentArchitecture : SAandNSA, 5G CoreArchitecture- ServiceBasedArchitecture,
Pointto-Pointinterface,5QCoreElements AccessandMobility Function,SessiorManagemen
Function, User Plan Function, Network Repository Function, Unified Data Manag
Function, AUSF, EIR, Policy Controluaction, Identifiers in 5G, Call Flows.

5G Identities: SUPI -Subscription Permanent Identifier, SUCBubscription Conceale
Identifier.

UNIT -3

5G Key Technologies:Small cells,massiveMIMO, mmWave

Small cells: WhatareSmallCells? Pastpresentandfuturetrendsof cellularnetworkscoverage
and capacity of small cell networks Interference management.

MassiveMIMO: Pointto-pointMIMO, Virtual MIMO (relaying), multiuserMIMO andMassive
MIMO.

mmWave: Applications,radiowavepropagationsnmWaveMIMO challenges.

UNIT -4

D2D Communication and Main 5G Technology Enablers:Deviceto-device (D2D) anc
machineto-machingM2M) typecommunication$ Extensionof 4G D2D standardizatiomo 5G,
radio resource management for mobile broadband D2D, -hmytiand multioperator D2D
communications.

Cloudification, Softwarization, Virtualization, Microservices,and Slicing- Network Slicing,
E2E Slicing.
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UNIT -5

Security for 5G Communications: Introduction, Overview of a Potential 5G Communicatiq
System Architecture, Security Issues and Challenges in 5G Communications Sy&iears
Equi pment, Access Networks, Mobi |l e Qlsend
security attacks.

Text Books:

Wireless and Mobile Network Architectures, by Yi-Bing Lin, Imrich Chlamtac,
WILEYINDIA Edition.

5G Mobile andWirelessCommunicationg echnologyEditedBy Afif Osseiran,Ericssalose
F. MonserratPatrickMarsch,Nokia.

Fundamentalsf 5G Mobile Networks, Editedy: JonathafRodriguez.

An Introduction to 5G Wireless Networks: Technology, Concepts andldsesEdited by
Saro Velrajan.

Fundamental®F 5G mobile networks Edited by Jonatharrodriguez This edition first
published 2015, John Wiley & Sons, Ltd.

ReferenceBooks:

Key Technologies for 5G Wireless Systems, Edited by Vincent. W.Wong, Robert Scho
Derrick Wing Kwan Ng, LiChun Wang.

Mobile ComputingTechnology,Applications and Service CreationbyAsokeK Talukder,
Hasan Ahmed, Roopa R Yavagal, 2nd Edition, 2014, Mc Graw Hill Education.
Mobile CommunicationsjocherSchiller,2nd Edition.

e- Books:

1.

Key technologyenablerdor 5G in smartities.
http://www.h2026necos.eu/wgrontent/uploads/2019/10/TutoHaG-SCLA-2019.pdf
CloudificationandSlicingin 5G RadioAccess\etwork.
https://theses.hal.science/61501244/document

MOOCs:

1.

5G Technology.
https://www.coursera.org/lecture/smdgavicemobile-emergingtechnologies/-5¢
technologybud4z



http://www.h2020-necos.eu/wp-content/uploads/2019/10/Tutorial-5G-SCLA-2019.pdf
https://theses.hal.science/tel-02501244/document
https://www.coursera.org/lecture/smart-device-mobile-emerging-technologies/4-6-5g-technology-5ud4z
https://www.coursera.org/lecture/smart-device-mobile-emerging-technologies/4-6-5g-technology-5ud4z
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2. 5G Architecture.
https://www.coursex.org/lecture/smadevicemobile-emergingtechnoloqgies/47-5qg

architecture6KzD8

3. Introductionto WirelessandCellularCommunications.
https://swayam.gov.in/nd1l noc20 ee6l/preview

COURSE OUTCOMES (COs)

At theend ofthecourse the studentwill be ableto:

CO1 | Understandhe basicconceptsof Mobile computingand Cellular Network and basicsof
5G.

CO2 | Interpret the various use casesand requirementsof 5G and, Annotating the various
architectures5G functionalarchitectureand5G Identifiers.

CO3 | lllustratethe key Technologyenablers and strategiesusedin the implementationof 5G
functionalities.

CO4 | Simulatewirelesscommunicatiometworkby usingmoderntoolsandprovidethe analysis

for the obtainedresultsto arrive at substantiaconclusionsy communicatingeffectively
asamemberof diverseteam.



https://www.coursera.org/lecture/smart-device-mobile-emerging-technologies/4-7-5g%20architecture-6KzD8
https://www.coursera.org/lecture/smart-device-mobile-emerging-technologies/4-7-5g%20architecture-6KzD8
https://swayam.gov.in/nd1_noc20_ee61/preview
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CourseTitle DeepLearning
CourseCode 22ISTPEDLG Credits 2 L-T-P 0-0-2
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 48
Hours/ Week Hours

UNIT -1

Introduction to Artificial Neural Networks - Biological Neurons, Logical Computations w
Neurons, The Perceptron, Multayer Perceptron (MLP) and Backpropagation, Implemer
MLP&6s with keras, Fine Tuning Neur al Net

UNIT -2

Training DeepNeural Networks- Vanishing/ExplodingsradientsReusingPre TrainedLayers
Avoiding Overfitting Through Regularization.

UNIT -3

Custom Models and Training with TensorFlow - A Quick Tour of TensorFlow, Usin
TensorFlowike NumPy, CustomizingViodelsandTrainingAlgorithms, TensorFlowFunctions
and Graphs.

UNIT -4

DeepComputer Vision Using Convolutional Neural Networks - Architectureof Visual Cortex,
Convolutional Layer, Pooling Layer, CNMrchitectures, AlexNet, GoogLeNet,Using Pre
trained Models from Keras,Classification and LocalizationObject Detection Fully
Convolutional Networks

UNIT -5

Processing Sequences Using RNNs and CNNsRecurrent Neurons and Layers , Train
RNNs, Forecasting a Time Seri&aseline Metrics Implementing a Simple RNIN Handling
Long Sequenced ackling the Shofferm Memory Problen,.STM Cell.



https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch12.html#idm45728464728728
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch12.html#idm45728464728136
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch12.html#idm45728464728136
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#cnn_chapter
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#idm45728455241992
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#idm45728455241368
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#idm45728454136168
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#idm45728453304984
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#idm45728453287288
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch14.html#idm45728453287288
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch15.html#idm45728452634152
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch15.html#idm45728452520936
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch15.html#idm45728451745512
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch15.html#idm45728451745512
https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch15.html#idm45728451655288
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Text Books:

1. HandsOnMachineLearningwith Scikit-Learn,KerasandTensorFlow: ConceptsToolsand
Techniques to Build Intelliger@ystems, Aurelien Geron, Second Edition, September 2(

ReferenceBooks:

1. Python Machind_earning Third Editionby Sebastian RaschleandVahid Mirjalili.

e- Books:

1. HandsOnMachineLearningwith Scikit-Learn, Keras, an@lensorFlow, 2ndEdition.
HandsOn MachineLearningwith Scikit-Learn,Keras,andTensorFlow2ndEdition [Book]

(oreilly.com)
MOOCs:

1. IBM: Deep Learning with TensorFlow,
https://www.edx.org/course/dedgarningwith-tensorflow

2. Deep Learning
https://www.deeplearning.ai/tensorflan-practice/

COURSE OUTCOMES (COs)

At theend ofthe course the studentwill be ableto:

CO1

Comprehendhefundamental®f deeplearningalgorithms.

CO2

A ply specificdeeplearningalgorithms to obtailsolutions forappropriatgroblems.

CO3

Identify and analysedeep learning techniquessuitable for training the models using
TensorFlowandkeras.

CO4

Conductvarious experimentsto demonstrateéechniquesusing Deep neural networks,
Convolutionalneuralnetworks,Recurrenheuralnetworkssoon.

CO5

Usageof modern toolgor implementingdeeplearningalgorithmsusingPython.

CO6

Communicateeffectivelyin a teamandinvestigateon the topicsrelatedto deeplearning
algorithms.



https://www.oreilly.com/library/view/hands-on-machine-learning/9781492032632/
https://www.oreilly.com/library/view/hands-on-machine-learning/9781492032632/
https://www.edx.org/course/deep-learning-with-tensorflow
https://www.deeplearning.ai/tensorflow-in-practice/
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CourseTitle Natural LanguageProcessing
CourseCode 22ISTPENLP Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 25
Hours/ Week Hours

UNIT -1

Introduction: NLP in the real world, what is Language?

Regular Expressiongyords, Corpora, Text Norrliaation, Minimum Edit Distance.
N-gram Language Models:N-grams, evaluating language model, Smoothing.

UNIT T 2

Sequence Labeling for Parts oSpeech and Named EntitiesEnglish Word Classes, The P
Treebank Parbf-Speech Tag set, HMM Paof-Speech Tagging.

Syntactic Analysis: Constituency, Contexree Grammars, Some Grammar Rules for Eng
Treebanks, Grammar Equivalence and Normal Faexicalized Grammar®ependency parsing

UNIT -3

Semantic Analysis: Lexical Semantics, Vector Semantics, Words and Vectors, Cosin
measuring similarity, THDF: Weighing terms in the vector, Applications of the-[CH vector
model, Word2vec, Visualizing Embeddings, Semantic properties of embeddings, Bie
Embedding, Evaluating Vector Models.

UNIT -4

Word Senses and WordNetWord Senses, Relations Between Senses, WordNet: A Database of
Relations, Word Sense Disambiguation

Coreference ResolutionCoreference Phenomena: Linguistic Background, Coreference Tasks and [
Mention Detection, Architectes for Coreference Algorithms.

UNIT -5

Applications of Natural Language Processing:NLP for Social Data, Memes and Fake News,
commerceCatalog, Search in-EommerceReview Analysis
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Text Books:

1. Speech and Language Processing: An introduction to Natural Language Prod
Computational Linguistics and Speech Recognition by Daniel Jurafsky and James H
3rd Edition,Prentice Hall, 2019.

2. Practical Natural Langauge Processing , A Comprehensive Guide to BuildingMaddl NLF
Systems, Sowmya Vajjala, Bodhisattwa Maju

ReferenceBooks:

1. Natural Language Processing: Python and NLTK by Deepti Chopra, Jacob Perkir
NitinHardeniya, Packt Publishing, Nov 2016.

2. Natural Language Processing Recipes by AkshayKulkarni, Ad&3thananda, Apres
2019

e-Books:

1. Foundations of Statistical Natural Language Processing by Christopher M
HinrichSchutze, MIT Press, 20
https://www.cs.vassar.edu/~cs366/docs/Manning_Schuetze_Statis ticaINLP.pdf 2.

2. Applied Text Analysis with Python by Benjamin Bengfort, Tony OjeRabecca Bilbr
O'Reilly Media, June 2018. https://github.com/Jessinra/READD¥EaSciencell/blob
master/ Applied% 20Text% 20Analysis%20with%20Python.pdf

MOQOCs:

3. Natural Language Processing by PawanGoyal, T Kharg
https://swayam.gov.in/nd1_nocl19 cs56/preview

4. Natural Language  Processing offered by deeplearning.ai on  Cgq
https://www.coursera.org/specializations/natd@alguageprocessing

COURSE OUTCOMES (COs)

At theend ofthecourse thestudentwill be ableto:

CO1 | Understandhe theoreticalfoundationsof naturallanguageprocessingn linguistics and
formallanguageheory.

CO2 | AnalyseNLP taskslike text pre-processingpartof-speechtagging, syntax parsingand
semantiaole labellingusingexistingalgorithms andrameworks.

CO3 | Apply existing mathematicalmodels and machinelearning algorithmsto build NLP
applications.

CO4 | Conductexperimentdo implementbuilding blocksof statisticalNLP.

CO5 | Evaluatdanguagemodelsdesignedo solve NLPproblems.



https://swayam.gov.in/nd1_noc19_cs56/preview
https://www.coursera.org/specializations/natural-language-processing
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CourseTitle Software Architecture and DesignPatterns
CourseCode 22ISTPESAD Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 25
Hours/ Week Hours

UNIT -1

Patterns: What is a Pattern? What Makes a Pattern? Pattern Categories, Relationships b
Patterns, Pattern DescriptidPatterns and Software Architecture.

UNIT -2

Architectural Patterns: Introduction, From Mud to Structure, Layers, Pipes and Fil
Distributed Systems, Brokeétructure and dynamics basics, Interactive Systems, Médel-
Controller.PresentatiombstractionControl.

UNIT -3

Design Patterns:Introduction, Structural Decomposition, Whdtart, Access Control, Proxy,
ManagementCommandProcessoiew Handler,CommunicationForwarderReceiverClient
DispatchetServer,PublisherSubscriber.

UNIT -4

Idioms: Introduction, What Can Idioms Provide?Idioms and Style, Where Can You Find
Idioms? Counted PointerCase study.

Pattern SystemsWhat is a Pattern SystentPattern Classification, Pattern Selection, Patter
Systems as Implementation Guidelines.

UNIT -5

Patterns and Software Architecture: Introduction,Patternsn SoftwareArchitecture Enabling
Techniques for Software Architecture, Nfunctional Properties of Software Architecture.

The Pattern Community: TheRoots,LeadingFiguresandtheir Work, The Community.
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Text Books:

1. PatternOriented Softwarérchitecture: ASystem ofPatternspy Frank BuschmanrRegine
Meunier, Hans Rohnert, Peter Summerland and Michael Stal, Volume 1, ¥éili®g in
Software Design Patterns.

ReferenceBooks:

1. SoftwareArchitecturePatterndy Mark RichardsO6 Re i | | y2015Febr uar y

2. SoftwareArchitecturein Practice(3rd edition), by Len Bass,Paul Clements,and Rick
Kazman, AddisofWesley, 2012.

3. Design Patterns:Elementsof ReusableObjectOriented Software,by Erich Gamma,
Richard Helm, Ralph Johnson, John Vlissides, AddMtesley, 1995.

e- Books:

1. https://pdfroom.com/books/patteanientedsoftwarearchitecturea-systemof-patterns
volume1pdf/iN2RGDodvW

MOOCs:

1. Software Design and Architecture Specialization.
https://www.coursera.org/specializations/softwdesignarchitecture
2. SoftwareArchitecture &Design.

https://www.classcentral.com/course/udasitftwarearchitecturedesign3418
3. Software Architecture & Design.
https://www.udacity.com/course/softwasiechitecturedesign-ud821

COURSE OUTCOMES (COs)

At theend ofthe coursethe studentwill be ableto:

CO1 | Comprehendoatternsfor softwarearchitecture ,systemarchitectureSkelton, design
pattern,Catalog patternsystemsandcommunity.

CO2 | Interpretarchitecturapatternsgesigngatternsjdioms,softwarearchitectureprganizing
patterngnto patternsystems.

CO3 | Identify designpatternsarchitecturapatterns andoftwarearchitecturaktyle.

CO5 | Demonstratarchitecturapatternsdesignpatternconceptspatternsystemsandsoftware
architecture.



https://www.coursera.org/specializations/software-design-architecture
https://www.classcentral.com/course/udacity-software-architecture-design-3418
https://www.udacity.com/course/software-architecture-design--ud821
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CourseTitle Information Security and Forensic
CourseCode 22IS7TPEISF Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 25
Hours/ Week Hours

UNIT -1

Security Technology: Firewalls and VPN$ Introduction, Access control, FirewallBirewall
processingmodes, firewall structure, firewall architectures, selecting the right fire
configuring and managing firewalls, Protecting Remote connections.

UNIT -2

Security technology: Intrusion detection and prevention systems and other security
Introduction,IntrusiondetectionandpreventionsystemsHoneypotshoneynetsandpaddeccell
systems, scanning and analysis tools, Biometric access controls.

UNIT -3

Network Forensics and Investigating Logs: Introduction to Network Forensics al
Investigating_ogs.NetworkForensicsAnalyzingNetworkData, TheIntrusionProcessl.ooking
for Evidence End-To-End Forensidnvestigation Log files asevidencel egality of UsingLogs,
Examining Intrusion and SecuriBvents, UsindMultiple LogsasEvidence MaintainingCredible
IIS Log Files, Importance of Audit Logs.

UNIT -4

Investigating Network: Introductionto InvestigatingNetwork Traffic, typesof networkattacks,
why investigate Network Traffic. DNS Poisoning Techniques, Evidence gatheomgARP
Table,Evidencegatheringat DataLink Layer:DHCP.Documentinghe EvidenceGatheredn a
Network, Evidence Reconstruction for Investigation.

UNIT -5

Investigating web attack: Indicationsof awebattack typesof webattacks CrossSite Scripting,
Cross Site Request Forgery, Code Injection Attacks, Parameter Tampering, Cookie Po
Buffer Overflow, CookieSnooping SecurityStrategiesor WebApplication,InvestigatingStatic
and Dynamic IP Addresses, Checklist for Web Security.
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Text Books:

1. Principlesof InformationSecurityPapeiback,MichaelE Whitman,Herbert) Mattord,Fourth
edition, Cengage learning, 2012.

2. Computer Forensids Investigating Network Intrusions & Cyber Crime EC Council Pres
2017,Cengage Learning.

ReferenceBooks:

1. Digital Forensics and Incident Responsdhird Edition by Gerard Johansen Releas
December 2022 Publisher(s): Packt Publishing ISBN: 9781803238678 Released De
2022

2. Practical Linux forensics Bruce Nikkel. Eafyccess edition, 6/18/21 Copyright © 2021
Bruce Nikkel. ISBN13: 9781-718501966 (print) ISBN-13: 9781-718501973 (eBook)
PublisherWilliam Pollock.

e- Books:

1. Guideto Computer~orensicsandInvestigations.
https://www.pdfdrive.com/guidé-computefforensicsandinvestigation$th-edition
e187518801.html

2. Cyber Operations:Building, Defending, and Attacking Modern Computer Networks.
https://www.pdfdrive.com/cybeapperationshuilding-defendinganehttackingmodern
compute-networkse185758952.htm

MOQOCs:

1. Introductionto CyberSecurity.
https://www.udacity.com/course/intto-cybersecuritynanodegread545
2. Cyber Forensics.
https://www.edx.org/learn/computérensics

COURSE OUTCOMES (COs)

At theend ofthecourse thestudentwill be ableto:

CO1 | To understandthe basic conceptsof Firewalls, VPNs, IDS, Security tools, Network
Forensics|nvestigatingNetworkandWeb attack.

CO2 | To applythe knowledgegatheredrom networkforensicsfor documentinghe evidence,
maintainingllS Logfiles.



https://www.pdfdrive.com/guide-to-computer-forensics-andinvestigations-6th-edition-e187518801.html
https://www.pdfdrive.com/guide-to-computer-forensics-andinvestigations-6th-edition-e187518801.html
https://www.pdfdrive.com/cyber-operations-building-defendingand-attacking-modern-computer-networks-e185758952.htm
https://www.pdfdrive.com/cyber-operations-building-defendingand-attacking-modern-computer-networks-e185758952.htm
https://www.udacity.com/course/intro-to-cybersecuritynanodegree--nd545
https://www.edx.org/learn/computer-forensics
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CO3

To analysenetworkdata, lodfiles, networktraffic, typesof networkattacks.

CO4

To conduct investigationson Network traffic, evidence reconstruction,endto-end
forensics staticanddynamiclP addresses.

CO5

To usemodernsecuritytools for Forensicdnvestigation,Network traffic analysis,Web
securityapplications.
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CourseTitle Blockchain Technology
CourseCode 22IS7TPEBCT Credits 3 L-T-P 2-0-1
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 4 Total Lecture 25
Hours/ Week Hours

UNIT -1

Introduction to BlockChain: Introduction to Blockchain, Backstory of Blockchain, what
Blockchainentralizedss. Decentralized®ystemsCentralizedsystemsDecentralize®ystems
Layers of Blockchain, Application Layer, Execution Layer, Semantic Layer, Propagatyen,
Consensusayer,why is Blockchainimportant?Limitations of CentralizedSystemsBlockchain
Adoption So Far, Blockchain Uses and Use Cases.

UNIT -2

How BlockChain Works: Laying the Blockchain Foundation, Cryptography, Symmetric
Cryptography, Cryptographic Hash Functions, MAC and HMAC, Asymmetric H
Cryptography, DiffieHellman Key Exchange, Symmetric vs. Asymmetric Key Cryptograph

UNIT -3

GameTheory: NashEquilibrium,P r i s diemmaByzantineG e n e Praldlemm@eroSum
Games, whyto Study Game Theory. Computer Science Engineering, The Blockchain, N
Trees, Putting It All Together, Properties of Blockchain Solutions, Blockchain Transa
Distributed Consensus Mechanisms, Blockchain Applications, Scaling Blockchah@héxff
Computation, Shading Blockchain State.

UNIT -4

How Bitcoin Works: The History of Money, Dawn of Bitcoin, What Is Bitcoin? Working w
Bitcoins, The Bitcoin Blockchain, Block Structure, The Genesis Block, The Bitcoin Net
Discovery for a New NodeBitcoin Transactions, Consensus and Block Mining, BI
PropagationPuttingit all Together Bitcoin Scripts,Bitcoin Transaction®evisited Scripts,Full

Nodes vs. SPVs, Full Nodes, SPVs, Bitcoin Wallets.

UNIT -5

How EthereumWorks: FromBitcoin to EthereumEthereunmasaNextGenBlockchain,Design
Philosophyof Ethereum,Enter the EthereumBlockchain, EthereumBlockchain, Ethereum
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Accounts,Trie UsageMerkle PatriciaTree,RLP Encoding EthereuniTransactiorandMessage
Structure, Ethereum State Transaction Function, Gas and Transaction Cost, Ethereur
Contracts, Contract Creation, Ethereum Virtual Machine and Code Execution, Eth
Ecosystem, Swarm, Whisper, DApp, Development Components.

Text Books:

1. BeginningBlock chain: A beginnersguide to build Block chain solution, Bikramaditya
Singhal, Gautam Dhameja, Priyansu sekhar panda, Apress.

2. BlockChain by Example, Development guide for creating decentralized applications u
Bitcoin, Etereum andHyperledgerBellaj Badr.RichardHorrocks &Xun(Brion) Wu. Packt.

ReferenceBooks:

1. Blockchainfor Businesswith HyperledgerFabric, Nakul Shah,Enterprice  Blockchain
implementation for business using Hyperledger, BPB Publications

2. Mastering Blockchain Distributedledgers, decentralization and smart contracts explain
Author- ImranBashir,PacktPublishingLtd, SecondEdition,ISBN 978-1- 78712544-5,2017

MOOCs:

1. Introductionto BlockChainTechnologyandapplications NPTEL Course
https://nptel.ac.in/courses/106104220

2. Block Chain and its applicatioisNPTEL Course
https://onlinecourses.nptel.ac.in/noc22 4zpheview

COURSE OUTCOMES (COs)

At theend ofthecourse the studentwill be ableto:

CO1 | Apply the knowledgeof structureand key componentf Block chaintechnology
towardscreatingatransparent ansecureblock chainsystem.

CO2 | Analyzetherequirementdasedn applicationdo write smartcontract/chaircode.

CO3 | ConductExperimentdor agivenrealtime problemsandobtain block chainbasedsolution
modelfor the problem.



https://nptel.ac.in/courses/106104220
https://onlinecourses.nptel.ac.in/noc22_cs44/preview
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Course Title Projecti Phasel

Course Code 22ISTPWPP1 Credits 3 |L-T-P 0-0-4
CIE 50 SEE 100 Marks (50% Weightage)
Contact 8

Hours/ Week

Students must form a team of minimum two or maximum three members and enroll for Capstone

Projectl. Each team must develop the Capstone Project proposal on a quegtioblem of their
choice by carrying out a detailed literature Survey under the guidance of a faculty mentor, and secure

approval of the proposal from a faculty mentor and the Capstone Project instructor.

During phase I, the project student team willially identify a potential engineering problem either
from industry/research/societal perspective in the niche technology. A detailed literature survey,
requirements identification, requirements elicitation, high level and low level designs has todzk carri
out for the identified problem. The students also have to prepare a project report.

A teamshouldcomprisaminimumoftwoandmaximunofthreemembers.
Internshipprojectsarenotallowed.

Simpledatabaseelatedorojectsarenotallowed.
Scheme ofEvaluation

The Capstone ProjedtCIE is evaluated in two phases based on the rubrics.

Review1: will be evaluated based on the following parameters: Preliminary study, Literature survey,
problem formulation, Motivation and Objectives.

Review2: will be evaluated based on the following parameters: Requirements ldentification and
Elicitation, High level and Low level designs, documentation and presentation. Change of title is
permitted during reviev2 only upon panel recommendations.

Marks spilt up are asfollows:

Panel
Reviewl Guide
Review?2 Guide+ UG Project

Coordinator IndustryPerson




\.
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The rubrics for Review 1 and Review 2 will be framed by the intezaaimitteecomprisingof
HOD, UG NBA Coordinator UG ProjectCoordinator, One Professor, OAssociate Professor and

One AssistanProfessor.

SEEwiIll beconductedor 50marks.

COURSE OUTCOMES (COs)
At theendofthecoursestudentsvill beableto

Co1 Identifyanengineeringroblemandconducextensivdackgroundvestigation.

CO2 Analyze and develop the required design constraintstowardgeasiblesolution/s.

Co3 Planandmanageheprojectandfollow thescheduleso meetthedeadlines.

CO4 Effectivelyworkintheteamandcontributgotheteam.

CO5 Communicateffectivelythroughpresentatioanddocumentation.
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CourseTitle Introduction to Cyber Security
CourseCode 22IS7OEICS Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction to Cybercrime:

Cybercrime: Definition and Origins ¢iie Word,Cybercrimeand Information Security, who a
Cybercriminals? Classifications of Cybercrimes, Cybercrimes: An Indian Perspective, H
and the Indian Laws, A Global PerspectoreCybercrimes.

Textbookl: Chapter (1.1 to 1.5, 1.71.9)

UNIT -2

Cyber Offenses:How Criminals Plan Them:

Introduction,How CriminalsPlanthe Attacks,SocialEngineeringCyberstalkingCybercafeand
Cybercrimes, Botnets: The Fuel for CybercrirAgack Vector.

Textbookl: ChapteR (2.1 t02.7)

UNIT -3

Tools and Methods Usedin Cybercrime:

Introduction, Proxy Servers and Anonymizers, Phishing, Password Cracking, Key Logg
Spywares, Virus and Worms, Trojan Horses and Backd&tegjanography, DoS and DD¢
Attacks, Attacks on Wireless Networks.

Textbookl: Chapted (4.1 t0 4.94.12)

UNIT -4

Phishing and Identity Theft:
Introduction, Phishing: Methods of Phishing, Phishing Techniques, Spear Phishing, Ty
Phishing Scamd?hishing Toolkits and Spighishing, Phishing Countermeasures, Identity T
(ID Theft): PersonallyldentifiableInformation, Types of Identityrheft, Techniqueof ID Theft,
Countermeasures, how to Efface your Online Identity.

Textbookl: Chapteb (5.1. t05.3)
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UNIT -5

Understanding Computer Forensics:

Introduction, Historical Background of Cyberforensics, Digital Forensics Science, The Ne
ComputerForensicsCyberforensicandDigital EvidenceDigital Forensicd.ife Cycle,Chainof
Custody Concept, Network Forensics.

Textbookl: Chaptef7 (7.1.to 7.5, 7.7 t07.9)

Text Books:

1. Cyber Security: Understanding Cyber Crimes, Computer Forensics and Legal Perspe
Sunit Belapure and Nina Godbole, Wiley India R¥d., 2015.

ReferenceBooks:

1. Introductionto Information Securityand Cyber Laws, Surya PrakashTripathi, Ritendra
Goyal, and Praveen Kumar Shukla, Dreamtech Press, 2015.
2. CyberSecurityEssentialsJamesGrahamRyanOlson,andRick Howard, CRCPress2010.

e- Books:

1. An Introduction to Cyber Security: A Beginner's Guide
https://www.simplilearn.com/introductiete-cybersecuritybeginnersguide pdf.

2. How to Build an Enterprise Cyber Security Framework?
https://www.simplilearn.com/enterpriggbersecurityframeworkquide pdf.

MOOCs:

1. Digital SafetyandSecurity.
https://www.moosdist.com/course/digitasafetyandsecuritycoursera

2. Introductionto Cybersecurityroundations.
https://www.moosdist.com/course/introductienybersecurityfoundationscoursera

COURSE OUTCOMES (COs)

At theend ofthecoursethe studentwill be ableto:

CO1 | Identify and describedifferent types of cybercrime,including hacking, identity thetft,
phishing,malware ,andcyberstalking.

CO2 | Identify various cyber offensesand crimes committed by cybercriminals,including
hacking,databreachesandonlinefraud.



https://www.simplilearn.com/introduction-to-cyber-security-beginners-guide-pdf
https://www.simplilearn.com/enterprise-cyber-security-framework-guide-pdf
https://www.mooc-list.com/course/digital-safety-and-security-coursera
https://www.mooc-list.com/course/introduction-cybersecurity-foundations-coursera

B.M.S.COLLEGEOFENGINEERING,BENGALURU-19

(Autonomoudnstitute,Affiliated to VTU)
DEPARTMENTOFINFORMATION SCIENCEAND ENGINEERING

CO3 | Gain a comprehensivaunderstandingdf computerforensics,including the collection,
analysis, angreservatiorof digital evidenceor legal purposes.

CO4 | Examinethe different tools and methodsusedin cybercrime,such as malware, social
engineeringandencryption.

CO5 | Evaluatetherisksand consequences phishing and identityheft, and explorgreventive
measure$o protectpersonabndfinancialinformation.
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CourseTitle Machine Learning
CourseCode 22ISTOEMLG Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

The Machine Learning Landscape:What is Machine Learning? Why use Machine Learni
Types of Machine Learning systems, Main Challenges of Machine Learning, Testin
Validation.

End-to-End Machine Learning Project: Look at the Big PictureGet the Data, Discover ai
Visualize the Data to Gain Insights, Prepare the Data for Machine Learning Algorithms
Cleaning, Feature Scaling, Select and Train a Meld Training and Evaluating on the Traini
Set, FineTune Your Model.

UNIT -2

Classification: Training a Binary Classifier, Performance Measures, Multiclass Classific
Error Analysis.Training Models: LinearRegressionGradientDescentPolynomialRegression
Regularized Linear Models, Logistic Regression.

UNIT -3

DecisionTrees: TrainingandVisualizingaDecisionTree,Making PredictionsEstimatingClass
Probabilities, The CART Training Algorithm, Computational Complexity, Gmpurity or
Entropy? Regularization Hyper parameters.

UNIT -4

Ensemble Learning and Randontorests: Voting Classifiers,Bagging and Pasting, Rando
Forests, Boosting.

Dimensionality Reduction: The Curseof Dimensionality Main Approachedor Dimensionality
Reduction PCA.

UNIT -5

Unsupervised Learning Techniques: Clustering, k-means, Limits of K-Means, Using
Clustering for Prgorocessing, DBSCAN.



https://learning.oreilly.com/library/view/hands-on-machine-learning/9781492032632/ch02.html#idm45728493057128
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Text Books:

1. HandsOn Machine Learningvith Scikit-Learn& TensorFlow, Aurelian Geron,2" Edition.
2. PythonMachineLearning,SebastiafRaschkaand VahidMirjalili, 3 Edition.

ReferenceBooks:

1. Introductionto Machine LearningEthemAlpaydin, TheMIT Press, '8 Edition 2014.

e- Books:

1. Hands on Machine Learning with scikit learn, keras and tenson flow.
https://www.oreilly.com/library/view/handsn-machinelearning/9781492032632/

MOOC:s:

1. Introductionto MachineLearning,https://swayam.gov.in/ndl_nocl9 cs52/preview
2. SupervisedachineLearning,https:/www.coursra.org/learn/machirkarning/
3. Introductionto MachineLearning,https://nptel.ac.in/courses/106106139/

COURSE OUTCOMES (COs)

At the end ofthecourse the studentwill be ableto:

CO1 | Acquireknowledgeon basicconceptof MachineLearningtechniquesuchassuperviseand
unsupervisetearning.

CO2 | Identify & Apply the conceptf MachinelLearningalgorithmsto a givenproblem.

CO3 | DesignandDevelopapplicationsusingMachineLearningtechniquesisingmoderntools

CO4 | Communicateeffectivelyin a teamandinvestigateon the topicsrelatedto Machinelearning
algorithms.



https://www.oreilly.com/library/view/hands-on-machine-learning/9781492032632/
https://swayam.gov.in/nd1_noc19_cs52/preview
http://www.coursera.org/learn/machine-learning/
http://www.coursera.org/learn/machine-learning/
https://nptel.ac.in/courses/106106139/
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CourseTitle Cyber Security And Cyber Law
CourseCode 22ISTHSCSL Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Understanding computers, Internet and Cyber laws Modern Era, Need for cyber Layv
Historical Perspective, The Character and Use of Internet technologies.

Conceptual Framework of ECommerce: EGovernance: What is ECommerce, Variou
modesMechanisminvolvedin theoperationof Internet, Typeof Players WebDevelopmenand
hostingAgreements, Weblosting, TheProblem of Internet Jurisdiction, lllustraticases abou
Cyberspace Jurisdiction.

The Role of Electronic Signaturesin E-Commercewith Referenceto Free Market Economy
in India: Introduction,basicLawsof Digital andElectronicSignaturen India, Authenticationof
Electronic Signatures and Electronic Records, UNCITRAL Model on Electronic Comn
Securing Electronic Transactions Cryptography and Securing, The Concept of Hash F
Utility of D iVerificatianl, cerfficatpm &ertilymg Authorities and Status

Electronic signature under Indian Law, The Appointment of controllers and Other Office
their functions, Authentication and Verificationof electronic /Digital Signatures, The cog
Benefitsof implementingelectronic/digital signatures irfe- commercen India, Securityprivacy
of electronic/digital signatures, private key escrow and key recovery systems, obligatiq
certifying authority and certificate managemesgguritythreatsto cyberspacende-commerce
internationalkeffortsto enactlawsrelatingto electronic/digitakignaturesDifferentapproacheto
digital signatures.

UNIT -2

Legal aspects of Electronic Records/Digital Signatureskecognition of electronic record
Positions inUS, Australia , The Legal recognition of electronic /digital signatures, elect
records and electronisignatures/digital signatures and their use by the government a
agenciesn India, retentionof electronicrecordsin India, UNCITRAL Model Law on attribution
of dataMessagespositionsn US, India, Thecentralg o v e r npowentd néakerulesin India,
Electronic records, Attribution acknowledgement and dispatch in India, Acknowledgem
receipt of electronic record in India, UNCITRAWodel Lawrelating to Acknowledgement ¢
DataMessageghetime andplaceof dispatchand receipt of electronic records in India, sect
electronicrecordandelectronic/digital signatures inindia, Verificatiohelectronicsignaturesn

India.
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The roles and regulations of certifying authorities in India: The role of certifying authority
obtaining license to issue electronic/digital signature certificates in India, Some procedu
security guidelines fceerrtCAGx,atEl @& ot rbeenii
Archiving and revocation, rules of compromise and revocation of Electronic/Digital Sigl
Certificate, Therulesof confidential information and Access ¢onfidentialinformation, Duties
of subscribers undethe law, the concept of acceptance of electronic/digital certificat
subscriber.

UNIT -3

Protection of Intellectual Property Rights in Cyberspace in India: The cyberspace, th
relevanceof domain names in intellectual property rights, deceptisqumatting in cyberspac
badfaithin relationto domainnameinfringement,someleadingcasesnvolving complaintsfrom
India before WIPO, protection of copyright on cyberspace, rights of software copyright o
infringement ofcopyright oncyberspacegyberspace, thimternet, websites arttie natureof the
copyright, linking, hyperlinking and framing, remedies for infringement of copyrigh
cyberspace, the liabilities of an Internet Service Provider (ISP) in cyberspace, cybersp
protection of ptents in India, patents as a form of Intellectual Property.

UNIT -4

Penaltiescompensationand adjudication of violations of provisions of IT ACT and judicial
review: Penaltyand compensation for damage to computer, computer system, compensg
failure to protect data, penalty for failure to furnish information, return or any other pe
adjudicatiorof disputesunderthelT Act, cyberappellateribunal,its functionsandpowersunder
thelT act,compoundingf contraventiongandrecoveryof penaltyor compensatiorgappeato the
high court under the IT act and judicial review under the constitution of India Someim
offences under the Cyberspace Law and the Internet in India: Obscenity and Pornogr
Cyber space, Hacking on the Cyfeace and Internet, Other Offendesomputer resourcg
Violation of the Right of Privacy on Cyberspace Internet, Punishment for Violafidtrivacy,
Breachof Confidentiality and Privacy under the IT Act, Terrorism on Cyber Space/Interne

UNIT -5

Other Offences under the Information Technology Act in India: A brief overview of
cybercri mes, Of fences by I ntermediaries
Power to Issue directions for interception or monitoring or decryption of iafttom Power tg
issuedirections forblockingfor public access of anpformation, Power to authorize to monit
and collect traffic data or information for cyber security, Offences relating to Protected g
Theoffenceof misrepresentation, offenoé publishingelectronicsignaturecertificatewith false
particularsconfiscationaspenaltyfor contraventiorof the provisionsof theact,compoundingof
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offences under the IT Act, Cognizance of Offences and Bail under the I'Pécishment fo
Abetment and Attempt to Commit Offences under the IT Act, Commission of Offenc
CompaniesinderthelT Act, ThePowerof Police Officer andotherOfficersto EnterandSearch
Protectiorof Actionstakenin agoodfaith, SomeAmendmentsnadeunderthe IndianpenalCode
by IT(Amendment) Act, 2008. Role of electronic evidence and the miscellaneous provis
the IT act: Indian evidence act, examiner of electronic evidence, amendments intriodines
Indian Evidence Act, 1872, the apptinent of National Nodal Agency, Indian compu
emergency response team, law regarding electronic cheques and truncated cheg
information technology act to have overriding effect, power of central government to mal
under the act. Constitutioof advisory committee, 72 powers of the controller and the
governmentto make rules, reasonablgecuritypractices and procedures and sensjieesonal
information rules, 2011.

Text Books:

1. Cyber Laws and IT Protection by Harish Chander, Eastern Economy Edition, PHI
Learning Private Limited, 2012.
2. Cyberlaw-The IndianPerspectivdy PavanDuggal, 200Edition.

ReferenceBooks:

1. Cyberlawin Indiaby SatishChanderABS books,1% Edition, 2017
2. TextbookonCyberLaw byPavan DuggalJniversalPublications, ? Edition, 2016.

e- Books:

1. Introduction to Indian Cyber Law.
http://osou.ac.in/eresources/introductiorindian-cybekrlaw.pdf

MOOC:s:

1. Cybersecurityandlts TenDomains https:/ivww.coursera.org/learn/cybgecuritydomain

COURSE OUTCOMES (COs)

At theend ofthecourse thestudentwill be ableto:

CO1 | Comprehend T Act, Legal issues,Intellectual property rights andresponsibilitiesof
Certifying Authorities.

CO2 | Apply the practices of Intellectual property rights and commit towards social



http://osou.ac.in/eresources/introduction-to-indian-cyber-law.pdf
http://www.coursera.org/learn/cyber-security-domain
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responsibilitiesandnorms.

CO3

Assessandidentify cybercrimepenaltiesandcompensatiowith theknowledge of T Act.

CO4

Interpret cybercrimesolutionsthroughrules and laws amendedby constitution ofIndia
throughschedules.

CO5

AdaptandpracticecybercrimeModelsandLawswhich arein place.
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Course Title Projecti Phase2

Course Code 22IS8PWPP2 Credits 3 |L-T-P 0-0-9
CIE 50 SEE 100 Marks (50% Weightage)
Contact 18

Hours/ Week

The project student team will lm®ntinuing the identified engineerinoblem and design solutions
carried out during Capstone ProjdctA detailedmplementationModulesintegratiorandTestinghas
tobecarrieut.Studentalsochavetoprepareadetailedorojectreport.
The outcomeof the capstone project should be either published riepated conference/journal of
Scopus/Web of science indexed basedhenstrength of the work carried out. If the outcome of the
project is acombination of software and hardware it is recommendeghpdy for patentThestudents
shouldoeencouragetb submittheirworkin projectompetitions/Ideathagithemationabrinternational
forums.

A teamshould compriseminimum of two and maximumof threemembers.

Internshipprojectsarenotallowed.
Simpledatabaseelatedorojectsarenotallowed.

The Head of the Departmentshall form a review committeeforprojectwork.
Thereshallbethreereviewsduringthe semestefor evaluatingheCIE.

Review-1: Shall be reviewed by the panel consistinghoée internafacultymembers

(One Professor,0One Associateor One Senior AssistantProfessorandRespectiv@roject
Guide).
Atthetimeof ProjecWork Review?2,thestudentshouldbeabletosatisfithebelow

outcomes:
Sl. No. Parameters Marks (Max)
PR1.1 TechnologyStack 5
PR1.2 Implementation 15

Total 20
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Review2: Shall be reviewed by the panel consisting of three intefaallty members (One
Professor, One Associate or One Senior Assifteofessor

SI.No. Parameters Marks (Max)
PR2.1 | ModulelntegrationandTesting 5
PR2.2 | Analysisof Experimentatesults 5
PR2.3 | PresentatioandReportWriting 15
PR2.4 | Projectoutcome(ResearctPaper/Patent/Competition) 5
Total 30

Review3: Panel Review

The Panelreviewcommitteeshouldinclude:
1. Seniorfaculty Member
2. Respectivesuidesof thestudents
3. Industry Person or Alumni who is working industrywith minimumexperiencef 5 years.
Parameters for Evaluation of Panel Review towards BestProjectldentification:

SI. No. Parameters Marks (Max)

3.1 Originality andNovelty of the project 5

3.2 IndustryrelevantModerntoolsIdentificationandUsage 10

3.3 TeamWork 5

3.4 Presentatio@ndReportWriting 10

35 Contributionto Society/Institute/Industry 5

3.6 Researcltomponentn the project 5

3.7 Viva-voce 10
Total 50
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1 Thestudenshallmakepresentatiomntheprogressnadeby him /herbeforethecommittedor
everyweekandtobepresentetbtheirespectivguidedor ReviewlandReview2.

1 ThestudenshallpresentheCompleteProjectothePanemembertorPaneReview.

Thetotalmarksobtainedn thethreereviewsshallbereducedor 50marks

Theprojectreportshallbesubmittecaspertheapproveduidelines.
Theviva-voceexternabxaminatiorshallcarrysOmarks.

= =4 -4 =4

Marksareawardedo eachstudentftheprojectgroupbasemnthendividualperformancenthe
viva-voceexternabxamination.

1 If a candidate fails to submit the project report on or beforspleeified deadline, he/she is
deemed to have faileoh the ProjectWork andshallre-enrollfor thesamen asubsequent

semester.
CIE Marks Distribution SEE Marks Distribution
_ _ Review Il (Panel | 1 Identification of Problenand
Reviewl | Reviewll Review) ( DetailedAnalysis10marks
1 Demonstration andiechnical
20 Marks | 30 marks 50 marks Skills:15marks
: : 1 ProjectReportWriting and
Total: 50 marks Total: 50 marks Presentatior’5 marks
 TeamWork:5 marks
1 Plagiarismb marks
Averageof both: 50 marks Total: 50 marks

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Identify Industry relevant Modern tools relevantto identifiedengineeringlomain.

CO2 | synthesizeand Implementfeasiblesolution/sfor the identified problem
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CourseTitle Information Security and Forensic
CourseCode 22I1SBOEISF Credits 3 L-T-P 3-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Security Technology: Firewalls and VPNS$ Introduction, Access control, FirewallEirewall
processing modes, firewall structure, firewall architectures, selecting the right fir
configuring and managing firewalls, Protecting Remote connections.

UNIT -2

Security technology: Intrusion detection and prevention systems and other sedooty:
Introduction,IntrusiondetectiorandpreventiorsystemsHoneypotshoneynetsandpaddeccell
systems, scanning and analysis tools, Biometric access controls.

UNIT -3

Network Forensics and Investigating Logs: Introduction to Network Forensicsand
Investigating_ogs.NetworkForensicsAnalyzingNetworkData, ThelntrusionProcessl.ooking
for Evidence EndTo-EndForensidnvestigationLog files asevidencel egality of UsingLogs,
Examining Intrusiorand Securitfgvents, Using Multipld.ogsasEvidence, Maintaining Credibl
IIS Log Files, Importance of Audit Logs.

UNIT -4

Investigating Network: Introductionto InvestigatingNetwork Traffic, typesof networkattacks,
why investigate Network Traffic. DNS Poisoning Techniques, Evidgyatbering from ARF
Table,Evidencegatheringat Datalink Layer: DHCP.Documentinghe EvidenceGatheredna
Network, Evidence Reconstruction for Investigation.

UNIT -5

Investigating web attack: Indicationsof awebattack typesof webattacks CrossSite Scripting,
Cross Site Request Forgery, Code Injection Attacks, Parameter Tampering, Cookie Po
Buffer Overflow, CookieSnooping SecurityStrategiesor WebApplication, InvestigatingStatic
and Dynamic IP Addresses, Checklist for Web Security
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Text Books:

1. Principlesof InformationSecurityPapetback,MichaelE Whitman,Herbert] Mattord,Fourth
edition, Cengage learning, 2012.

2. Computer Forensids Investigating Network Intrusions & Cyber Crime EC Council Pres
2017,Cengage Learning.

ReferenceBooks:

1. Digital Forensics and Incident Responsdhird Edition by Gerard Johansen Releag
December 2022 Publisher(s): Packt Publishing ISBN: 9781803238678 Released De
2022

2. PracticalLinux forensics Bruce Nikkel. Earlfxccess edition, 6/18/21 Copyright © 2021 |
Bruce Nikkel. ISBN13: 9781-718501966 (print) ISBN-13: 9781-718501973 (eBook)
PublisherWilliam Pollock.

e- Books:

1. Guideto ComputerForensicandInvestigations.
https://www.pdfdrive.com/guidé-computefforensicsandinvestigationéth-edition
e187518801.html

2. Cyber Operations:Building, Defending, and Attacking Modern Computer Networks.
https://www.pdfdrive.com/cybepperationshuilding-defendinganehttackingmodern
compute-networkse185758952.htm

MOOC:s:

1. Introductionto CyberSecurity.
https://www.udacity.com/course/intto-cybersecuritynanodegread545
2. Cyber Forensics.
https://www.edx.org/learn/computéarensics

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | To understandthe basic conceptsof Firewalls, VPNs, IDS, Security tools, Network
Forensics|nvestigatingNetworkandWebattack.

CO2 | To applythe knowledgegatheredrom networkforensicsfor documentinghe evidence,
maintainingllS Logfiles.



https://www.pdfdrive.com/guide-to-computer-forensics-andinvestigations-6th-edition-e187518801.html
https://www.pdfdrive.com/guide-to-computer-forensics-andinvestigations-6th-edition-e187518801.html
https://www.pdfdrive.com/cyber-operations-building-defendingand-attacking-modern-computer-networks-e185758952.htm
https://www.pdfdrive.com/cyber-operations-building-defendingand-attacking-modern-computer-networks-e185758952.htm
https://www.udacity.com/course/intro-to-cybersecuritynanodegree--nd545
https://www.edx.org/learn/computer-forensics
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CO3

To analysenetworkdata,log files, networktraffic, typesof networkattacks.

CO4

To conduct investigationson Network traffic, evidence reconstruction,endto-end
forensics staticanddynamiclP addresses.

CO5

To usemodernsecuritytools for Forensicdnvestigation Network traffic analysis,Web
securityapplications.
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CourseTitle Robotic ProcessAutomation Design And Development
CourseCode 22ISTOERPA Credits 3 L-T-P 3-0-0
CIE 50 SEE 100 Marks (50% Weightage)
Contact 3 Total Lecture 40
Hours/ Week Hours

UNIT -1

Introduction: Whatis RoboticProces®\utomation?
Scope and Techniques of AutomationWhat should be automated? What can be automate
Techniques of automation.

Robotic Process Automation\What carRPA do?Benefits ofRPA, Componentsf RPA, RPA
platforms, The future of Automation.

Record and Play: About UiPath, Downloadingand Installing UiPath Studio, UiPath Stack,
Learning UiPath Studio, Task Recorder, emptying trash in Gmail, Emptying Recycle Bin.

UNIT -2

Sequence, Flowchart and Control FlowSequencing the Workflow, Activities, Control floy
varioustypesof loops, andlecisionmaking, howto usea sequence, howo usea flowchart,step
by step example using sequence and control flow.
Data Manipulation: Variables and scope, Collections, Argumeptspose and use, Data tal
usage with examples, Clipboard management, File operation withbtpp example
CSV/Excel to data table and vice versa examples.

UNIT -3

Taking control of the controls: Findingandattachingvindows,Findingthe control, Techniques
for waiting foracontrol, Act on controlsmouseand keyboaractivities,working with UiExplorer,
Handling events, Revisit recorder, Scresemaping, whemo use OCR7Types ofOCR available
how to ug OCR? Avoiding typical failure points.

Tamethat Application with Plugins: Mail plugin, PDFplugin,webintegration ExcelandWord
plugins, Credential management.

UNIT -4

Handling User Events and Assistant BotsWhat are assistant bots? Monitorgystem event
triggers,Monitoringimageandelementriggers,Launchinganassistanbotonakeyboardevent.
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Exception Handling, Debugging,and Logging Exception handling: Commonexceptionsand
ways to handle them, Logging and taksgeenshots, Debugging techniques, Collecting ¢
dumps, Error reporting.

UNIT -5

Managing and Maintaining the Code: Project Organization, nestingorkflows, Reusabilityof
workflows, commenting techniques, State Machine, when to use Flowcharts®&thiaes or
sequences, Using config files and examples of a config file.

Deployingand Maintaining the Bot: Publishingusingpublishutility, Overviewof Orchestration
Server, Using Orchestration Server to control bots, Using Orchestration Server jol#plo

Text Books:

1. Alok Mani Tripathi, LearningRoboticProcess\utomation,PublisherPacktPublishing
Release Date: March 2018 ISBN: 9781788470940

ReferenceBooks:

1. Tom Taulli, The Robotic ProcessAutomation Handbook: A Guid® ImplementingRPA
Systems, 2020, ISBN3 (electronic): 978-484257296, Publisher: A Press.

2. Frank Casale,RebeccaDilla, Heidi Jaynes,LaurenLivingston,i | nt r otd Rabotic
Process Automation: A Pri mer o, I nstitu

e- Books:

1. https:/www.uipath.com/rpa/robotiprocessautomation.
2. https:/www.packtpub.com/product/learnifrgboticprocessautomation/9781788470940.

MOOCs:

1. https:/www.uipath.com/learning/videtutorials.
2. https:/www.quru99.com/uipattutorial.html.

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Tounderstand thbasicconceptof RPA.

CO2 | Analyze the usageof appropriateRobotic ProcessAutomation techniquefor a given
application.

CO3 | Designandimplementtechniqgue®f RoboticProces®Automationfor thegivenapplication.



http://www.uipath.com/rpa/robotic-process-automation
http://www.uipath.com/rpa/robotic-process-automation
http://www.packtpub.com/product/learning-robotic-process-automation/9781788470940
http://www.packtpub.com/product/learning-robotic-process-automation/9781788470940
http://www.uipath.com/learning/video-tutorials
http://www.uipath.com/learning/video-tutorials
http://www.guru99.com/uipath-tutorial.html
http://www.guru99.com/uipath-tutorial.html
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CourseTitle GreenComputing
CourseCode 22I1SBHSGCT Credits 2 L-T-P 2-0-0
CIE 50 Marks SEE 100Marks (50% Weightage)
Contact 5 Total Lecture o5
Hours/ Week Hours

UNIT -1

Green IT Overview: Introduction, Environmental Concerns and Sustainable Develop
Environmentalmpactsof IT, Greenl, Holistic Approachto GreeningIT, GreeningIT, Applying
IT for Enhancing Environmental Sustainability, Green IT Standards and &hmlling of IT,
EnterpriseGreenlT Strategy, GreelVashing, Greefil: Burdenor Opportunity? Greedevices
and Hardware: Introduction, Life Cycle of a DevareHardware, Reuse, Recycle and Dispos

UNIT -2

Green Software: Introduction, Processor Power States, Eneégying Software Technique
Evaluating and Measuring Software Impact to Platform Power.
Sustainable Software Developmentintroduction, CurrentPractices, Sustainable Softwal
Software Sustainability Attributes, Software Sustainability Metrics, Sustainable So
Methodology, Defining Actions.

UNIT -3

Green Data Centres: Data Centres and Associated Energy Challenges, Data Cent
Infrastiucture, Data Centre Facility Infrastructure: Implications for Energy Efficiency
Infrastructure Management, Green Data Centre Metrics.

UNIT -4

Green Networks and Communications:introduction, Objectives déreenNetwork Protocols
Green NetworkProtocols and Standards

Enterprise GreenIT Strategy: Introduction, ApproachingGreenIT StrategiesBusines®rivers
of Green IT Strategy, Business Dimensions for Green IT Transformation, Organiz

Considerations in a Green IT Strategy, steps in Dpuey a Green IT Strategy, Metrics a
Measurements in Green Strategies.

UNIT -5

Sustainable Information Systemsand Green Metrics: Introduction, Multilevel Sustainable
Information, SustainabilityHierarchy Models, Product Level Information, Individual Level
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Information, FunctionalLevel Information, OrganizationalLevel Information, Measuringthe
Maturity of Sustainable ICT.

Text Book:

1. HarnessingsreenlT: PrinciplesandPracticesSanMurugesanG. R. Gangadharan, Wiley
& IEEE, 2012.

ReferenceBooks:

1. Green ComputingTools and Techniquedor Saving Energy, Money, and ResourceBud
E.Smith CRC Press.
2. 2.GreerCommunicationsPrinciples,ConceptandPractice Samdani®tal, J. Wiley.

e- Books:

1. https://tinyurl.com/yb5tutng.
2. http://dsc.soic.indiana.edu/publicationstireenitbookch.pdf.

MOOCs:

1. https:/www.athabascau.ca/syllabi/comp/comp635.php
2. https:/www.apus.edu/schedultgtasses/schedule/coursel/issc387

COURSE OUTCOMES (COs)

At theend ofthecoursethestudent willbeableto:

CO1 | Create  awareness about Green Software, Sustainable  Software
Development and Enterprise Green IT Strategy in the IT  working
environmenteadingto greencomputing.

CO2 | Apply the various methodologies to measure the sustainable
performance of software projects

CO3 | Analyse sustainability challenges associated with data center and
strategieso mitigateenergyconsumption.

CO4 | Analyse information requirements and methods utilized at multilevel
sustainablénformation.

COS5 | Apply the green IT approaches and methods to engage in the changing
world of IT.

CO6 | Proposesolutionsfor variouscasestudiesn GreenComputing.



http://dsc.soic.indiana.edu/publications/11-greenit-bookch.pdf
http://www.athabascau.ca/syllabi/comp/comp635.php
http://www.athabascau.ca/syllabi/comp/comp635.php
http://www.apus.edu/schedule-classes/schedule/course/issc387
http://www.apus.edu/schedule-classes/schedule/course/issc387

