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OBJECTIVE:

* To create awareness among school students about common cyber threats and online scams.

* To educate participants on cybersecurity concepts such as phishing, spam emails, hacking,

OTP fraud, and social engineering attacks.



* To help students identify red flags in suspicious calls, messages, links, and social media

interactions.

* To encourage safe digital practices and responsible use of mobile phones, social media, and

online platforms.

* To familiarize students with the Cyber Crime Helpline Number (1930) and the importance
of reporting cyber fraud incidents immediately.

» To promote interactive learning through roleplay activities and real-life scam scenarios.

DESCRIPTION:

The Cybersecurity Awareness Event was conducted for students from classes 9th to 12th with the
aim of educating them about common cyber threats and safe online practices. A total of 28 students
participated in the session. The event began with an interactive introduction session where both the
organizers and students introduced themselves. Participants were then asked about their familiarity
with emails, social media platforms, spam messages, cyberattacks, and online scams in order to

understand their existing awareness levels.

The session continued with discussions on important cybersecurity topics including phishing
attacks, hacking, spam emails, OTP fraud, and social engineering techniques. Students were
educated about how scammers manipulate victims through fake calls, messages, links, and social
media accounts. Special emphasis was placed on the importance of never sharing OTPs, passwords,

or personal information with unknown individuals.

Participants were also informed about the National Cyber Crime Helpline Number — 1930 — and
were encouraged to share the helpline information with their family members and friends so that

cyber fraud incidents could be reported quickly.

To make the session interactive and engaging, students were provided with various real-life scam
scenarios and were divided into teams of 4-5 members to enact short roleplays based on the

situations given. Some of the scenarios included were:

* OTP Loan Scam — where scammers offer fake instant loans and trick victims into sharing OTPs.



* Fake Delivery Scam — where victims are asked to pay small delivery charges for unknown parcels.
* Social Media Fake Friend Scam — where fake accounts impersonate friends and request urgent
moneytransfers.

» Gaming Scam —where children are lured using promises of free game rewards, skins, or diamonds

through malicious links.

Each activity highlighted important warning signs and taught students how to respond safely in
such situations. The roleplay format encouraged active participation, teamwork, and practical

understanding of cybersecurity concepts among the students.

The event concluded with a quick revision of all the important points discussed during the session,
including recognizing scams, avoiding suspicious links, protecting OTPs, and reporting cybercrime
incidents. Chocolates were distributed to all participants at the end of the event as a token of

appreciation and encouragement.

OUTCOMES:

* Participants gained awareness about common cyber threats such as phishing, OTP fraud, fake

delivery scams, social media scams, and gaming-related scams.

« Students developed the ability to identify suspicious messages, calls, links, and online activities

using real-life examples and scenarios.

» Participants understood the importance of protecting personal information, passwords, and OTPs

from cybercriminals.

+ Students learned safe online practices and responsible digital behaviour while using mobile

phones, social media, and gaming platforms.

 The interactive roleplay activities improved student participation, engagement, teamwork, and

practical understanding of cybersecurity concepts.

* Participants became aware of the Cyber Crime Helpline Number (1930) and the importance of
reporting cyber fraud incidents immediately.

* The session successfully created interest and awareness among students regarding cybersecurity

and online safety.
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